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Pervasive longitudinal studies in people's intimate surroundings involve gathering data about how

people behave in their various pla
es of presen
e. It is hard to be fully pervasive as it has tradi-

tionally required sophisti
ated instrumentation that may be di�
ult to a
quire and prohibitively

expensive. Moreover, setting up su
h an experiment is laborious.

We present a system, in the form of its requirements, design and implementation, that is primarily

aimed at 
olle
ting data from people's homes. It aims to be as pervasive as possible, and 
an 
olle
t

data about a family in the form of audio and video feed from mi
rophones and 
ameras, network

logs and home applian
e (eg., TV) usage patterns. The data is then transported over the Internet

to a server pla
ed in the 
lose proximity of the resear
her, while prote
ting it from unauthorised

a

ess. Instead of instrumenting the test subje
ts' existing devi
es, we build our own integrated

applian
e whi
h is to be pla
ed inside their houses, and has all the ne
essary features for data


olle
tion and transportation. We build the system using 
heap o�-the-shelf 
ommodity hardware

and free and open sour
e software, and evaluate di�erent hardware and software 
on�gurations to

see how well they 
an be integrated and how performant or reliable they are in real life s
enarios.

Finally, we demonstrate a few simple te
hniques that 
an be used to analyze the data to gain some

insights into the behaviour of the parti
ipants.
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1 Introdu
tion

Information is a very potent tool for intimidating people. If you have the ne
essary

insights about your neighbour's shady past, then it is easier for you to twist their

arms into submission. That is why emperors and di
tators have their squads of spies

and se
ret poli
e to monitor the a
tivities of the 
itizens through 
overt means so

that they 
an retain their 
ontrol over the people.

In re
ent times we have seen the dawn of a new information age, where the delivery

of information is shifting from newspapers, magazines and books to their digital


ounterparts. Similar trends 
an be seen in the way people are 
ommuni
ating

today. Citizens are more likely to use ele
troni
 mail (email) and short messaging

servi
es (SMS) than postal servi
es.

This has a�e
ted our lives in di�erent ways. Communi
ation has be
ome 
heaper

and faster. We 
an send an ele
troni
 mail or an instant message to anybody

who is on the Internet, without having to take into 
onsideration when the postal

department will be dispat
hing or delivering mail, or whether some politi
al turmoil

or natural 
alamity will adversely a�e
t the pro
ess. With 
ameras and mi
rophones

be
oming smaller and 
heaper, it has not only be
ome easier to save spe
ial moments

of our lives for posterity, but enabled 
rowd-sour
ing to demo
ratize reporting and

empower the masses [Llo11, Den08℄. While things look promising, these are still

early days. It remains to be seen whether the overall e�e
t of these developments

will be postive or negative. For the moment let us 
on
entrate on the possible

drawba
ks.

Ubiquitous surveillan
e of individuals within their intimate surroundings is a serious

problem these days [Ara95, PD03℄. Online and digital 
ontent are easier to monitor.

To furtively s
an an individual's post, one has to very 
arefully open the envelope,

go through its 
ontents and then seal it again. The whole a
t should not leave

any tell-tale artifa
ts to alarm the subje
t. It is hard to do this on a very big

s
ale be
ause it is time and manpower intensive. On the other hand, email 
an be

monitored by instrumenting a network router to 
apture all the pa
kets originating

from the subje
t's house. This is mu
h more s
alable be
ause one 
an 
over the

entire population by 
oer
ing a handful of Internet servi
e providers (ISPs). It will

be di�
ult for an individual eavesdropper, but governments do have the ne
essary

means for 
arrying out su
h a thing.

Moreover, the su

ess of online advertising based revenue models have led to the
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proliferation of email, so
ial networking, blogging, mi
roblogging and various other


ontent based servi
es where the user does not have to pay anything to avail them-

selves of the fa
ilities on o�er. This is espe
ially attra
tive to those who are new

to this information age and do not have the knowledge or resour
es to maintain

their own infrastru
ture. The 
at
h is that the user's personal data are stored on

servers owned and operated by the 
ompanies o�ering the servi
es. This way they

are able to 
arry out extensive analyses to 
reate personality pro�les of their users.

This enables them to �gure out usage patterns, behavioural 
hara
teristi
s and per-

sonal preferen
es, whi
h they 
an leverage to 
arry out targetted advertising whi
h

is their a
tual sour
e of revenue. The result of the analyses or a

ess to the user's

raw digital footprint 
an be sold to other 
ompanies looking for a way to improve

the penetration of their produ
ts in the market. Prospe
tive bene�
iaries in
lude

mobile operators, ISPs, banks, insuran
e 
ompanies and departmental stores. Quite

often sensitive information like the users' bank or 
redit 
ard information 
an be

found in their mail boxes, whi
h 
an be misused by uns
rupulous employees of these


ompanies. Not only that, a servi
e provider 
an simply de
ide to terminate a user's

a

ount, isolating her from her so
ial 
ir
le and making it very hard for her to regain

a

ess to her own data. This pla
es the user at the mer
y of these business houses.

Su
h asymmetri
 relationships between the servi
e providers and their subs
ribers

are an inherent ba
k door for rogue elements to wre
k havo
 on 
ertain se
tions

of so
iety. In 2010, David Barksdale, an engineer at Google was found guilty of

brea
hing the priva
y of teenagers using servi
es o�ered by Google [Hou10℄. Earlier,

in 2007, two Chinese journalists, Shi Tao and Wang Xiaoning, were jailed after

Yahoo supplied the Chinese government with their private information [Mil07℄.

It is interesting to examine these asymmetri
 relationships with respe
t to priva
y

by 
arrying out a thorough study to �nd out to what extent governments and global

multi-nationals 
an in�ltrate into our lives, and what aspe
ts of our personality 
an

be dedu
ed from our digital tra
es. For example, 
an a totalitarian regime dedu
e

our sexual orientation or �gure out who their politi
al adversaries are? Or what


an our ISP know about our lives by monitoring our Internet usage? Having a good

understanding of how mu
h of our priva
y and personal spa
e is under atta
k will

help us in building better defen
es against possible intrusions.

Carrying out su
h an experiment would involve setting up a pervasive longitudinal

study to monitor the behaviour of a group of volunteers as 
losely as possible. Based

on the 
olle
ted data their personalities 
an be re
onstru
ted to understand the
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extent to whi
h our priva
y 
an be violated. The better we are able to re
ostru
t,

the higher is the threat.

However, it is hard to be set up su
h an experiment within people's intimate sur-

roundings, and the su

ess of the experiment depends squarely on the quality of

the data that we are able to 
olle
t. If the data is not pervasive enough, the re-


onstru
ted personalities would be of low �delity, whi
h would give us a false sense

of se
urity. We address this problem by presenting our own data 
olle
tion and

transportation platform that 
an be used to 
olle
t data for su
h an experiment.

1.1 Methodology

In this thesis we work out the requirements for an instrumentation platform that will

help us 
olle
t vast amounts of data, whi
h only governments and large 
orporations

are 
apable of doing 
urrently, around a group of volunteer test subje
ts. We design

and implement su
h a system to 
olle
t as mu
h data that 
an be possibly gathered

about the test subje
ts' behaviour in their various pla
es of presen
e. We 
on
entrate

mainly on studying them within the intima
y of their homes, but also try to 
over

some of their behaviour and a
tivities when they are on the move or elsewhere.

We expe
t that other resear
h groups who are interested in 
arrying out similar

experiments will be able to use this platform for gathering their own data.

The experiment is run for a year during whi
h the parti
ipants are 
losely, but

unobtrusively, monitored. The data obtained in this manner 
an be analyzed to


reate household pro�les for ea
h family. These pro�les 
an be 
ompared with a
tual

personalities and 
hara
teristi
s of the test subje
ts to �nd out the maximum extent

and nature of the intrusions that 
an be 
arried out. We present a few example data

analysis te
hniques to illustrate this. However, sin
e the amount and diversity of

the entire data is huge, we 
on
entrate only on a small subset of the data in this

thesis.

Gaps or interruptions in the re
ordings are undesirable. Therefore, the reliability

of the platform is evaluated to see how performant it is in real life s
enarios. We

dis
uss the di�erent avoidable and unavoidable s
enarious that negatively a�e
t the


ontinuity of the re
ordings.

Even though the parti
ipants are made fully aware of the extent to whi
h they are

going to be monitored, steps are taken to prote
t their priva
y. We anonymize all

the results in our experiments and in this thesis. It is possible that some visitors
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might not be aware that every move inside the apartment is being monitored, or

obje
t to being wat
hed. Therefore, the family members are informed about the

lo
ation of the sensors and they are allowed to temporarily turn them o� without

our permission if they want. Pre
autions are taken to prevent unauthorised a

ess

to the data in 
ase someone breaks into the test subje
ts' houses or tries to hija
k

it while it is getting transported to the resear
her.

In so
ial psy
hology terms we are going to 
arry out a longitudinal behavioural

study. It is hard to be fully pervasive as it has traditionally required sophisti
ated

instrumentation that may be di�
ult to a
quire and prohibitively expensive. How-

ever, homes are be
oming smarter these days, and we will try to leverage re
ent

advan
ements in te
hnology to 
ome up with a system that is 
heap and easy to

assemble, so that so
ial psy
hology resear
hers doing similar studies 
an use it for

their own purposes.

1.2 Longitudinal Behavioural Studies

Longitudinal behavioural studies is a type of resear
h method used to dis
over rela-

tionships between di�erent psy
hologi
al variables that are unrelated to ba
kground

variables. It involves studying the same group of individuals over an extended pe-

riod of time and 
an even span multiple de
ades. The subje
ts are observed in their

natural habitat without any manipulation by the observers, and therefore, great


are needs to be taken to avoid interfering with the individuals or disturbing the

surrounding environment while still gathering as mu
h data as possible.

This is di�erent from more dire
t methods like interviews and questionnaires, where

people are asked about themselves and their responses noted. There, as Allan Kelle-

hear [Kel93℄ had put it, the underlying assumption is that important truths about

people are best gained through a dire
t or subtle interrogation of experien
e attitude

and belief. However su
h dire
t methods are rea
tive in nature and tend to intrude

as a foreign element into the so
ial setting that is under observation [Lee00℄. For ex-

ample, when subje
ts are individually interviewed, they have a tenden
y to proje
t

an image of themselves whi
h might not tally with reality in order to maintain their

standing in the eyes of the interviewer. Responses might even be in�uen
ed by the

order and wording of the questions and the rapport between the interviewer and

the subje
ts. For example, if a person has 
laimed to be interested in politi
s in

response to an earlier question, then she might answer in the a�rmative when asked

if she had voted even if she had not to hide her self-
ontradi
tory behaviour. Su
h
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e�e
ts are also seen in other forms of non-naturalisti
 observation methods as well.

The Hawthorne E�e
t [May45, RD66℄ is one famous example.

The term 'unobtrusive measures' was 
oined by Webb [WCSS66℄ to refer to data

gathered by means that do not involve dire
t eli
itation of information from resear
h

subje
ts. Being non-rea
tive they are presumed to avoid the problems 
aused by the

resear
her's presen
e. The unobtrusive measures suggested by Webb fall under the

broad headings of physi
al tra
es, ar
hival re
ords and non-parti
ipant observation

in varying situations. For example, the degree of wear on the �oor tiles surrounding

a museum exhibit to measure visitor �ows, or the size of suits of armour as an

indi
ator of 
hanges in human stature over time.

This kind of naturalisti
 methods makes our observations more 
redible be
ause

they are o

urring in a real and typi
al s
enario as opposed to an arti�
ial simula-

tion within a laboratory. It also fa
ilitates the study of events that are 
onsidered

unethi
al to study via other experimental methods. For example, the impa
t of high

s
hool shootings on students attending the high s
hool.

1.3 Digital Homes

Re
ent advan
ements in te
hnology have 
aused many personal items of daily use

to be be
ome smarter. Today we have smarter phones, smarter wat
hes, smarter

audio players, smarter heaters, smarter air 
onditioners, smarter washing ma
hines,

smarter refridgerators and smarter television sets. Items that we previously used to

think of as ele
tri
al applian
es have graduated to being programmable 
omputers,

and it is this ability to program them that makes them smarter. We 
an exploit

these developments to ameliorate some of the 
hallenges in setting up a longitudinal

behaviour study where people are pervasively monitored within their personal spa
e

without interfering with their lives.

Sin
e the domesti
 applian
es are programmable, we 
an instrument them by repro-

gramming them to keep tabs on their human masters. For example, smartphones


an be used to keep tra
k of the users' movements by logging 
o-ordinates from the

Global Positioning System (GPS) unit or the names of the 
ell phone towers that

are en
ountered. Similarly, a television set-top box 
an be instrumented to monitor

television usage.
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1.4 Prior and Related Work

The MIT House_n team have built a highly instrumented apartment-s
ale resear
h

fa
ility 
alled the Pla
eLab [ILB

+
05℄, where new te
hnologies and design 
on
epts


an be tested and evaluated in the 
ontext of everyday living. The House_n group

is working towards a vision where ever-present 
omputer te
hnology empowers peo-

ple with "just-in-time" information that helps them make better de
isions without

loosing their sense of 
ontrol over their environment due to ex
essive automation.

The sensors are also being used to monitor a
tivity in the environment so that

resear
hers 
an 
arefully study how people rea
t to new devi
es, systems, and ar-


hite
tural design strategies in the 
omplex 
ontext of the home. The information

generated by the Pla
eLab is based on unobtrusively observing people within the

intima
y of their homes. Therefore this is something that is very 
losely related to

our data 
olle
tion and transportation system.

However, the Pla
eLab is a single-family home, 
ompletely built from s
rat
h as a

live-in laboratory. Thus it is hard or impossible to retro�t it into the existing houses

of the test-subje
ts, whi
h is what we want to do. We do not want to 
hange the

personal habitats of the subje
ts, but study them within the environment they are

used to.

The MIT House_n team later 
ame up with a portable kit of wireless sensing devi
es

for pervasive 
omputing resear
h in natural settings 
alled the MIT Environmental

Sensors (MITes) [TILL06℄. It in
ludes six di�erent types of environment sensors,

and �ve wearable sensors. Even though we share many of our design goals with

MITes, the kind of data that we intend to 
olle
t about the test subje
ts is di�erent,

as we shall see in the next 
hapter. We have a di�erent set of 
hallenges, whi
h

requires a di�erent solution.

With the re
ent improvements in te
hnology, resear
hers have started using tra
es

from smartphones [EPL09, ROE09℄ and behaviour on so
ial networks as sour
es

for their data. The advan
ed sensing abilities of smartphones allow for automati


gathering of di�erent kinds of behavioural data that is of interest to resear
hers �

lo
ation, proximity to other devi
es, both the data and metadata of mobile 
ommu-

ni
ations, users' 
ommands and intera
tion with the devi
e, 
alendar, and devi
e

state.

Nathan Eagle and Alex Pentland introdu
ed a system for sensing 
omplex so
ial

systems by logging the di�erent Bluetooth devi
es in the proximity of a smartphone
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arried by a test subje
t [ESP06℄. The Bluetooth logs are meant to augment the

more traditional idea of using 
ell tower ID to approximate the lo
ation of the user,

in the absen
e of 
ell tower re
eption. Using this lo
ation information they built a

predi
tive 
lassi�er that 
an per
eive aspe
ts of a person's life more a

urately than

a human observer, in
luding the person herself.

The above work involving smartphones is interesting and we try to leverage it while

building our instrumentation platform.
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2 Requirements

The instrumentation platform should be unobtrusive, and it has two main fun
tions

� 
olle
ting data from di�erent sensors at the test subje
ts' homes, and sending it

to the resear
her. It should ensure that interruptions in the re
ording are kept to

a minimum, and that data gets sent to the resear
her at a rate fast enough to keep

up with the re
ordings.

To work out the di�erent types of sensors that are required, we need to de
ide whi
h

aspe
ts of the test subje
ts' behaviour we want to observe. We 
ome up with a list

of attributes, knowing whi
h we 
an a

urately re
onstru
t an individual so that we


an 
reate personality pro�les for them.

2.1 Observational Goals

In 
ontemporary personality psy
hology, the �Big Five� fa
tors or the Five Fa
tor

Model [Dig90, Gol93℄ is used to des
ribe human personality. The Big Five fa
tors are

openness, 
ons
ientiousness, extraversion, agreeableness and neuroti
isim. Ea
h of

the �ve fa
tors indi
ate the presen
e or absen
e of 
ertain traits in the test subje
t's

personality, and is 
onsidered to be a 
omprehensive, empiri
al and data-driven

resear
h �nding.

Our obje
tive is to have su�
ient data to s
ore the test subje
ts on the above fa
tors.

2.1.1 So
ial Intera
tions

Human beings are so
ial 
reatures not just be
ause we like 
ompany and depend on

others, but in a more elemental way where the basi
 existen
e as a normal human

being requires intera
ting with other people [GAW11℄. Hen
e, we should start with

dire
ting our attention to the so
ial intera
tions of the test subje
ts.

So
ial intera
tions 
an be real world intera
tions, online intera
tions or a mix of the

two. In the real world it 
onsists of friends and relatives with whom the test subje
ts

intera
t. These intera
tions 
an take pla
e either inside the test subje
ts' houses,

or elsewhere in pubs, o�
es or shopping malls. Online intera
tions involve use of

forums, 
hat rooms, email and so
ial networks � basi
ally anything that involves


ommuni
ating with other individuals. An online intera
tion 
an be brought about

by a previous real world intera
tion or the other way round. For example, people
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an �x a meeting using email, or agree to keep in tou
h over email during a meeting.

We want to observe the test subje
ts' friends and so
ial 
ir
les very 
losely. We want

to know big they are, whether they meet frequently and go out often, and what sort

of roles the test subje
ts play within their respe
tive 
ir
les. If a person has a large

number of friends, is the 
ynosure of all eyes in big gatherings and parties, or is

otherwise enthusiasti
, talkative, assertive and gregarious by nature, then she has

a high extraversion s
ore. On the other hand, if a person is reserved, low-key, less

so
ially involved and tends to fo
us on a small of number of 
lose friends then she

is an introvert [GAL98℄.

The ideas and issues espoused by the test subje
ts, their eagerness to help and

methods for resolving 
on�i
ts should be noted too. If they have divergent ideas

whi
h 
hallenge established norms instead of standing by tradition it tells us that

they have high levels of openness [MI87℄. If they are prejudi
ed against stigmatized

groups then it indi
ates that they are less agreeable in nature [GBST07℄. More

agreeable people use 
onstru
tive ta
ti
s, as opposed to 
oer
ive ones, to resolve


on�i
ts [JCG01℄, and are likely to lend a helping hand even the 
ost of helping is

high [GHST07℄.

We want to know the amount of diversity the test subje
ts have within their so
ial


ir
le. If a person intera
ts with foreigners or demonstrates pro�
ien
y in multiple

languages then it is reasonable to expe
t that she is either well-read or has travelled

broadly. It might also be so that she has a prominent online presen
e whi
h exposes

her to people from di�erent 
ultures from far away pla
es, and we 
an verify this

possibility from her Internet pro�le. Preferen
e for variety, an extensive vo
abulary

and intelle
tual 
uriosity are indi
ators of greater openness [CM92, Jos06℄.

People have a tenden
y to express themselves di�erenly on the Internet than they

would in the physi
al world [FSV07℄. This 
an have di�erent manifestations in

di�erent individuals, and the degree to whi
h their virtual and real attitudes di�er

varies as well. The greater anonymity provided by the Internet as 
ompared to the

physi
al world, and the la
k of formality of so
ial 
ondu
t tends to reveal aspe
ts

of an individual's 
hara
ter that would not otherwise be observable [AHWF02℄.

Of
ourse, people do have lots of reasons to be 
on
erned about their priva
y on the

Internet [MKA04, GOO11℄, but the fa
t that they are sitting behind a 
omputer

does provide them with a semblan
e of anonymity.

Therefore we want to keep tra
k of the test subje
ts' online intera
tions over instant

messaging networks, so
ial networks, forums and ele
troni
 mail. Whi
h means we
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should observe the sort of language they use � whether they have a tenden
y to

use profanities or the amount of SMS language versus 
onventional grammer, the


ontent that they share � do they reveal their true identities, and the subje
t of

their online dis
ourse.

We want to know the entities to whi
h they give out their personal data. It is a

good way of estimating how their priva
y might be 
ompromised. If they are using

a parti
ular servi
e for their email, then information that 
an be gathered from their

mail box 
an be 
ompromised if the servi
e is atta
ked by external elements, or if

the servi
e provider itself 
hooses to read her mails and leak the information for

pro�t or due to government 
oer
ion [GOO10℄.

2.1.2 Personal Habits and Tastes

The degree of openness of the test subje
ts 
an be measured from their intelle
tual

pro�le [CM92℄. People who display an appre
iation for the arts and s
ien
es, a

readiness to re-examine traditional values, are sensitive to beauty, have a vivid

imagination, and an in
lination to explore and experiment are the ones with high

openness levels.

Therefore we want to know what hobbies the test subje
ts pursue. If they like to

wat
h movies and plays, it would indi
ate an appre
iation for the arts. If they like

to paint, it would indi
ate aestheti
 sense and a vivid imagination. If they indulge

in philately and numismati
s, it would indi
ate their inquisitiveness.

We should 
over what type of musi
 or 
lothes the test subje
ts prefer. More up-

beat, 
onventional and energeti
 musi
 indi
ates extraversion [RG03℄. Similarly

extraverts wear more de
orative 
lothing whereas introverts like pra
ti
al and 
om-

fortable dresses [Sha80℄.

It is worth noting that the test subje
ts' hobbies 
an also shed light on their ex-

traversion s
ore. For example, those who prefer team games are more extraverted

than the ones who play individual sports or do not play at all [EMdM07℄. Similarly,

if a person expresses a liking for reserved a
itivities like tinkering, wat
hing movies

and plays, listening to musi
 or �shing then she lies towards the introverted end of

the s
ale.

The general mood of the test subje
ts should be observed to see how neuroti
 they

are. Frequent bursts of anger or expressions of guilt, long periods of anxiety or

depression are the symptoms of neuroti
ism.
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We should observe the daily routine of the test subje
ts, their food habits, their

movements about the house, and their posture while doing di�erent things. Those

who sti
k to a proper time-table involving regular sleeping hours and healthy food,

are hard working and prompt in their movements, and maintain proper posture are

the ones who are 
ons
ientious by nature.

We want to observe the test subje
ts' browsing habits too. An individual's online

pro�le gives an indi
ation of what sort of person she is. For example, a person who

spends a signi�
ant amount of time on Internet Relay Chat (IRC) networks or uses

Se
ure Shell (SSH) to remotely log into di�erent 
omputers 
an be 
ategorized as a


omputer geek, while those who frequent mainstream news portals and video sharing

sites fall into a di�erent 
ategory who tend to use the Internet for 
onsuming media.

2.1.3 Environment

Human behaviour is in�uen
ed by the environment [Bar68℄. For example, a person


an get irritated or depressed if there are repeated problems with the heating or

power supply in her apartment. If the presen
e of environmental stress was unknown

to us, she would have re
eived an undeservingly high neuroti
 s
ore. Moreover,

we 
an analyse how test subje
ts rea
t to su
h stress to 
al
ulate their relative

neuroti
ism levels. Those on the higher end of the s
ale will be more rea
tive, while

those on the lower end will be 
almer and less rattled.

People who s
ore high on 
ons
ientiousness tend to have tidier homes with better

lighting. Similarly, the presen
e of un
onventional de
orations, paintings or antiques

indi
ate openness [Gos08℄.

Therefore we want to observe the ambien
e within the house � lighting, noise, and

the interior de
or.

2.2 Fun
tional Requirements

In order to meet the above observational goals, the instrumentation platform must

meet the following requirements:

• Re
ord the audio inside the house, espe
ially the 
onversation among di�erent

family members.

• Re
ord the video of what is going on inside the house.
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• Log television usage of the family members.

• Log details about the Digital Video Dis
s (DVDs) that are being wat
hed.

• Log Internet usage of the family members.

• Log personal 
omputer usage of the family members.

• Log the presen
e of wireless a

ess points that 
an be a

essed from within

the house.

• Log the presen
e of Bluetooth devi
es within the house.

• Re
ord appli
ations used by the test subje
ts on their smartphones.

• Re
ord Global System for Mobile Communi
atios (GSM) 
all metadata on the

smartphones.

• Re
ord short Message Servi
e (SMS) metadata.

• Log lo
ation of the smartphone using GPS samples.

• Log periods of smartphone ina
tivity.

• Log presen
e of Bluetooth devi
es around the smartphones.

• Keep all the 
olle
ted data se
ure from mali
ious atta
kers.

• Pri
e of ea
h unit should not ex
eed 500 Euro.

We 
an meet many of our observational goals if we 
an see and hear what goes on

within the test subje
ts' houses. It will let us observe their friends 
ir
les, things

they like to talk about, their opinions, how helpful they are, and their 
on�i
t

management strategies. We 
an �nd out about their hobbies, their tastes in 
lothes

and musi
, their general mood and their daily routine. It will show us the interior

de
oration of the apartments too. That is why we want our instrumentation platform

to provide us with audio and video 
overage of potential hotspots of human a
tivity.

For example, living rooms, dining tables, study tables, kit
hens and hallways.

Knowing what the test subje
ts' wat
h on the television or whi
h DVDs they prefer,

we 
an infer whether they like to wat
h movies and drama, or the news. With the

help of the audio and video data we 
an analyze the test subje
ts' rea
tion to some
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important pie
es of news � a natural 
alamity, a terror atta
k, national ele
tion

results, or the out
ome of an important sports mat
h.

The 
ombination of the network tra�
 logs and personal 
omputer usage will give

us a 
omplete understanding of what the test subje
ts do on their 
omputer. Using

it we 
an keep tra
k of their online intera
tions, the websites and servi
es they use,

and the entities to whi
h they give out their personal data. It will tell us on whi
h

days of the week, or at whi
h times of the day they are more likely to be using the

Internet. By looking at the most frequently used appli
ations we 
an infer whether

they use the 
omputer for writing do
uments, or for preparing presentations, or for

listening to musi
. This is interesting be
ause it is indi
ative of their routine and

habits.

Keeping tra
k of the Bluetooth devi
es within the house is a way to �nd out if some-

one has entered or left the house. Bluetooth enabled phones are getting in
reasingly

popular so we 
an safely assume that most visitors will be 
arrying one.

While the other data sour
es give us an insight into what is going on inside the

test subje
ts' homes, tra
es from smartphones will let us monitor their behaviour

elsewhere.

2.2.1 Instrumented Home Applian
es

Looking at the previous se
tion, some of the sensors will be instrumented versions

of 
ommon home applian
es and gadgets. Apart from the personal 
omputers and

smartphones, these applian
es are spe
ial purpose embedded 
omputers with limited

or zero mobility requirements. Instead of retro�tting the applian
es already owned

by the test subje
ts we want our platform to provide the fun
tionality o�ered by

these gadgets. This is better be
ause we 
an build and test the instrumentation

platform in relative isolation from the environment that we want to pla
e it in.

Di�erent households 
an have widely di�erent varieties of the same applian
e, and

we would have soon ended up with an 
ombinatorial explosion of setups that need

to be supported.

To monitor the personal 
omputers we use a key logger software that 
an be installed

on the 
omputers owned by the families, but for the smartphone tra
es we want to

give them a new phone whi
h will be instrumented to suit our needs. This is based

on the fa
t that an overwhelming per
entage of desktops and laptops run some

version of the Mi
rosoft Windows operating system [Hol09℄, whi
h makes it easier
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for us to develop a key logger that 
an be easily retro�tted on existing 
omputers.

On the other hand, the smartphone market is way too fragmented [MOB11℄ for us

to safely guess whi
h platforms the test subje
ts might be using. Hen
e it is safer

for us to given them a pre-instrumented phone.

Therefore we should o�er the following fun
tionalities to the test subje
ts:

• A television set-top box with timeshift fun
tionality.

• A DVD player.

• A wireless a

ess point with enough signal strength to 
over the whole apart-

ment. Among all the IEEE standards for implementing wireless lo
al area

networks, only 802.11g and 802.11n [Theb℄ 
an keep up with the broadband

speeds o�ered by the ISPs in Finland. Hen
e, they should be supported.

• A network router that 
an be 
onne
ted to the Internet uplink provided by the

ISP. It should allow wired network devi
es to join the lo
al network within the

house so that they 
an be interoperable with the wireless devi
es 
onne
ted to

the a

ess point.

• A �rewall to prote
t the test subje
ts' network devi
es from getting atta
ked

by rogue elements in the Internet.

• A smartphone.

2.2.2 Priva
y

The data 
olle
ted by our instrumentation platform is going to be very sensitive

in nature be
ause it would 
ontain detailed and intrusive logs of the parti
ipants'

a
tivities over a period of one year. It may 
ontain passwords, information about

bank a

ounts or 
redit 
ards, and their presen
e or absen
e from their houses

during di�erent days of the week. If these fall into the wrong hands it leaves them

vulnerable to �nan
ial fraud or burglary. Therefore, even though the test subje
ts

are informed of the extent to whi
h they are going to be monitored, we must take

steps to prote
t them from 
riminal 
onspira
y.

We must make sure that a mali
ious atta
ker who breaks into an apartment and

steals the system 
an not a

ess the 
olle
ted data, nor should she be able to inter
ept

the data while it gets transported to the resear
her. We must also ensure that the
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sensors 
an not be tampered with so that they 
an not be hija
ked away from the

system's 
ontrol.

It is important to anonymize the personality pro�les drawn from the data while

publishing the results of our experiment. Our goal is not to subje
t our volunteers

to widespread ridi
ule and s
rutiny by exposing their behavioural patterns to the

whole world. We merely want to measure the extent to whi
h our personalities 
an

be re
onstru
ted from our digital tra
es. We do not loose anything by repla
ing

identi�
ation information, like names and addresses, with dummy pla
eholders.

Visitors to the apartments may 
hoose not to parti
ipate in the experiment, or there

might be situations in whi
h the test subje
ts feel un
omfortable being wat
hed.

Therefore, it should be easy for the parti
ipants to turn o� the sensors for some

time and restart them later.
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3 Design and Implementation

In this 
hapter we present the design and implementation of our instrumentation

platform as per the fun
tional requirements stated in se
tion 2.2. We start with a

broad overview of the whole system and brie�y instrodu
e the main 
omponents.

On
e we have an idea of the bigger pi
ture we look at ea
h of the 
omponents in

greater detail.

Figure 1: A s
hemati
 of Ali
e and BOB.

3.1 Overview

The instrumentation platform has the following main 
omponents:

• A key logger that is installed on the test subje
ts' personal 
omputers.
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• One or more instrumented smartphones that are to be 
arried by the test

subje
ts.

• An immobile unit 
alled BOB, an a
ronym for Behavioural Observations, that

is to be pla
ed in the test subje
ts' houses. It 
o-ordinates all the sensors,

ex
ept the above two, and 
a
hes their data temporarily.

• A �le server 
alled Ali
e at the resear
her's end to whi
h the data is sent over

the Internet and stored.

It is important to have a 
a
he for ea
h house be
ause we 
an not guarantee the per-

forman
e or reliability of the wide area network (WAN) that 
onne
ts the resear
her

with the test subje
ts. The WANs are operated by the Internet Servi
e Providers

(ISPs) and 
an be a�e
ted by 
onditions beyond our 
ontrol. For example, tra�


generated by other network nodes or adverse weather 
onditions.

3.2 Key Logger

Key loggers are installed on the test subje
ts' personal 
omputers to monitor their


omputer usage as mentioned in se
tion 2.2. We use PyKeylogger

1

, whi
h has the

following logging features:

• Logs all key strokes to a delimited data �le.

• Takes a partial s
reenshot 
entred at the lo
ation of every mouse 
li
k.

• Takes a full s
reenshot at �xed time intervals if the 
omputer is not idle.

• Re
ords the foreground appli
ation identi�er.

It is hard to know whi
h key presses 
onstitute a password. So we send the logs to

Ali
e over en
rypted email using SMTPS

2

every half an hour and delete them from

the parti
ipants' 
omputers. To prevent mali
ious 
hanges in the 
on�guration, we

use PyKeylogger's feature to prote
t its 
ontrol dialog with a password.

1

http://pykeylogger.sour
eforge.net/

2

It is a method for se
uring Simple Mail Transfer Proto
ol (SMTP) with transmission layer

se
urity.
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3.3 Smartphone Logger

All subje
ts were provided with Symbian-based Nokia N8 smartphones. The phones

are instrumented with software that 
olle
ts all the di�erent kinds of smartphone

tra
es mentioned in se
tion 2.2. We use ContextLogger2 (CL2) [Has10℄, written

by Tero Hasu, to do this. It 
onsists of a logger daemon and a set of supporting

programs and libraries, and is 
on�gured to observe all the ne
essary sensors that

we need. The data is 
ompressed, and stored lo
ally in SQLite3

3

format until it

gets uploaded. It is automati
ally uploaded to Ali
e using the Hypertext Transfer

Proto
ol's (HTTP) POST request method over a se
ure 
onne
tion every day at

01:00 hr. Uploads are retried at in
reasing intervals in 
ases of failure or network

ina

essibility. On
e uploaded the logs are deleted from the smartphone.

3.4 Behavioural Observations with BOB

BOB is basi
ally a headless personal 
omputer with the sensors being either pe-

ripherals or software running on it. The 
omputer is installed with software that

is 
ustomized and 
on�gured to ful�ll the fun
tional requirements laid out in se
-

tion 2.2.

3.4.1 General Hardware

To make the system attra
tive as an instrumentation platform we ensure that it

is not a sour
e of 
onstant disturban
e or irritation for the test subje
t. We also

minimize the 
ost and maximize the availability of the individual 
omponents to

improve the viability of the system. Therefore we de
ided to use 
heap o�-the-

shelf 
ommodity hardware, pre-existing free software or our own 
ustom software

pa
kages. Proprietary te
hnologies 
ome with restri
ted terms of use and a higher

pri
e tag and should be avoided.

We try to redu
e the size of the 
abinet and the amount of run-time noise. In

terms of size, a mi
roATX form fa
tor is the best we 
an a
hieve with 
ommodity

hardware. The noise is 
aused by the various 
ooling fans and the hard disk drive.

There is a fan to 
ool the CPU, one for the swit
hed-mode power supply (SMPS)

and another one for the graphi
s 
ard. We 
an not get rid of the �rst two, so the

best we 
an do is to keep their revolutions per minute (RPM) as low as possible.

3

http://www.sqlite.org/
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Sele
t models of modern motherboards make this possible, but we 
an make things

better by trying to redu
e the load on the CPU. The lesser the load, the lower the

temperature, and we have a quieter fan. To do so, we o�oad portions of the set-top

box's video de
oding and post-pro
essing to the GPU, whi
h is a mu
h better ve
tor

pro
essor than the CPU [GPU11℄. NVIDIA's Video De
ode and Presentation API

for UNIX (VDPAU)

4

makes it possible to do so. Therefore we use a graphi
s 
ard

whi
h does not have a fan in its 
ooling unit and supports VDPAU. Regarding the

hard disk, our only option is a solid-state drive but we 
an not use them be
ause

they are 
ostlier 
ompared to 
onventional rotating disk drives [SSD11℄.

Sin
e the 
ameras and mi
rophones are spe
ial-purpose embedded 
omputers with-

out any moving parts there is not mu
h we have to do about them apart from making

sure that they are not too big in size and do not su�er any hardware failure if run


ontinuosly for a few years.

3.4.2 Operating System

We sele
t an operating system that is stable and meant for long term use. The

software 
omponents should be well-tested so that they do not have too many bugs,

and should 
ontinue to re
eive enough attention against se
urity exploits during the

duration of the experiment. Se
urity is important for us, and with limited resour
es

we 
an not hope to audit the entire 
ode base ourselves. At the same time it should

have good hardware support so that drivers for 
urrent hardware peripherals are

easy to �nd.

A free (as in freedom) 
lone of UNIX stands out as the best option. Not only are

some of them well-known for their long term stability, but they also have a �exible

design, good do
umentation and 
ommunity support. We have limited man power

and a low budget. Hen
e the easier it is to tinker with the system and the lesser

we have to worry about all the moving parts, the better it is. Do
umentation and

�exibility, 
oupled with freely available sour
e 
ode and the permission to modify it

as needed give us the leeway to modify and integrate the parts as we want to build

the whole to �t our needs. A vibrant 
ommunity redu
es the amount of work that

we need to do ourselves to build and maintain the system, whi
h is not the 
ase

with proprietary alternatives without in
urring substantially higher expenses and

having to endure lengthy bureau
rati
 pro
esses. Surely UNIX has had its share of

detra
tors in terms of design, but it is good enough for us and is 
learly the winner

4

http://http.download.nvidia.
om/XFree86/vdpau/doxygen/html/index.html
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when it 
omes to the above 
riteria.

With this mind, our 
hoi
es are narrowed down to one of the many GNU/Linux

distributions and the BSDs � FreeBSD, NetBSD and OpenBSD. A distribution is a


olle
tion of pre-pa
kaged system and appli
ation software that has been 
on�gured

and modi�ed to work together as a 
oherent whole so that the user 
an do something

useful with it. Otherwise one would have to assemble the parts starting from the

kernel, C library, linker and loader, and then moving upwards through the init

system and all the appli
ations. We de
ided against the BSDs be
ause the Linux

kernel has a wider range of DVB 
ard drivers whi
h are an essential 
omponent of our

integrated set-top box, and evaluated the Debian, Fedora and Ubuntu GNU/Linux

distributions.

Debian is known for its stability and long-term fo
us, but the software is sometimes

a bit old. For example, the absen
e of the latest drivers from the kernel was 
onspi
-

uous. Fedora on the other hand is more updated but its thirteen month life 
y
le

does not give us enough time to develop BOB based on a parti
ular version of it and

then deploy it. We would prefer something that was supported for atleast a 
ouple

of years.

The Long Term Support releases from the Ubuntu proje
t turned out to have the

right 
ombination of the bleeding edge and a longer life expe
tan
y. They are

supported for a period of three years, whi
h means they keep re
eiving se
urity �xes

and other important updates and new drivers are added as new devi
es arrive at

the market pla
e. Its Debian lineage ensures that some of its an
estor's virtues, like

stability, are present in it, and at the same time, a fresh new Ubuntu LTS release

is quite as modern as its Fedora 
ounterpart. The presen
e of yaVDR

5

, a Ubuntu

derivative meant for home theatre PCs (or HTPCs), was an additional bonus be
ase

it means less work for us while integrating the set-top box into BOB.

3.4.3 Se
urity

We need to make sure that if a BOB gets stolen and a person with mali
ious intent

gets physi
al a

ess to BOB's hard disk, then she should not be able to a

ess the


a
hed data. For that we en
rypt the data with the Three�sh [THR08℄ blo
k 
ipher

before it hits the hard disk. Three�sh is a symmetri
 en
ryption algorithm, so we

use RSA [RSA78℄ to assymetri
ally en
rypt the symmetri
 key. Ea
h data �le has a

5

http://www.yavdr.org/
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separately generated Three�sh key, while there is a single RSA key pair belonging

to the resear
her. Sin
e there is 
urrently no su

essful 
ryptanalysis of Three�sh,

we regard this s
heme to be safe.

Figure 2: En
rypting the data before storing it on disk.

We use our own implementation of the Three�sh algorithm, whi
h is tested against

the standard test ve
tors. For RSA we use GNU Priva
y Guard (GPG)

6

, whi
h


ontains a very widely used and well tested implementation of the algorithm.

To prevent unauthorized intruders from entering the wireless network o�ered by

BOB's a

ess point, we look at the di�erent options for se
uring a IEEE 802.11

network � Wired Equivalent Priva
y (WEP), Wi-Fi Prote
ted A

ess (WPA), and

Wi-Fi Prote
ted A

ess II (or WPA2). WEP has been known to be weak for more

than ten years now [Wal00℄, and re
ently WPA has also been 
ra
ked [TB09℄. The

only viable option is to use WPA2 on our a

ess point. Thus we 
an be sure that no

one will be able to inter
ept the audio and video being streamed from the 
ameras

and mi
rophones to BOB. Nor will anyone be able to try a remote atta
k on BOB

over the wireless network.

Finally, to ensure the safety of the data while it is being sent from BOB to Ali
e

over the Internet, we use a se
ure 
hannel o�ered by the Se
ure Shell (SSH) version

2 proto
ol

7

.

6

http://www.gnupg.org/

7

SSH is a network proto
ol spe
i�ed in RFC 4252 for se
ure data 
ommuni
ation, remote

shell servi
es or 
ommand exe
ution and other se
ure network servi
es between two networked


omputers. The en
ryption used by SSH is intended to provide 
on�dentiality and integrity of

data over an unse
ured network, su
h as the Internet
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3.4.4 Television and DVD Logger

An integrated television set-top box and DVD player is built into BOB and instru-

mented to 
olle
t details about the TV and DVD usage of the family members. It

supports timeshifting and 
an be 
ontrolled with infra-red remote 
ontrol handsets.

Most people have High-De�nition Multimedia Interfa
e (HDMI)

8


apable television

sets these days [HDM, REU℄. Therefore, our set-top box supports HDMI as the

primary output for audio and video.

Older TVs might have Digital Visual Interfa
e (DVI) [DVI℄ or Video Graphi
s Array

(VGA) for video, so we support them too. For people with home theatre systems

or pre-HDMI audio setups we provide Sony/Philips Digital Inter
onne
t Format

(S/PDIF) and stereo output. In Europe, lega
y 
athode ray tube (CRT) televi-

sions use Syndi
at des Constru
teurs d'Appareils Radioré
epteurs et Téléviseurs

(SCART) 
onne
tors. We o�er an adapter to 
onvert VGA and stereo to SCART.

We use Digital Video Broad
asting (DVB) 
ards for re
eiving the television broad-


ast signal. Depending upon whether a parti
ular test subje
t uses satellite, 
able

or terrestrial television, we o�er DVB-S, DVB-C or DVB-T 
ards. Ideally we would

have liked to provide two 
ards, so that users 
an re
ord and view shows from di�er-

ent 
hannel groups simultaneously, but due to the la
k of spa
e on the motherboards

we use only one.

In re
ent times Blu-ray Dis
s (BD) have grown in popularity [BD-a℄. However,

to support BD we would either need a separate hardware player or a proprietary

software appli
ation due to legal restri
tions on implementing free software players

for this new kind of media [BD-b℄. Both options are equally expensive, and having

a separate hardware player makes it di�
ult for us to monitor the test subje
ts'

use of Blu-ray. Moreover, the hardware players are big enough to have a negative

impa
t on the footprint of the whole platform. Therefore we 
hose not to integrate

this fun
tionality into the system.

The Video Disk Re
order (VDR) software

9

, written by Klaus S
hmidinger, drives

the above hardware to provide a fun
tional set-top box. VDR is also used by the

yaVDR proje
t , so we bene�t from their bug-�xes and updates to the related

software pa
kages.

VDR allows the integration of the DVD playba
k fun
tionality into the set-top box

8

http://www.hdmi.org/

9

http://www.tvdr.de/
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Figure 3: Work �ow of the set-top box.

in a way that is very user-friendly. The xineliboutput plugin is used to leverage

the graphi
s 
ard for video de
oding and post-pro
essing through VDPAU, and we


hange the default on-s
reen display and subtitles to be in Finnish.

Linux Infrared Remote Control (LIRC) is used to de
ode and send the signal from

the remote 
ontrol handset to the VDR daemon. Sin
e VDR and LIRC are separate

pro
esses 
ommuni
ating over a lo
al so
ket we have the advantage of being able

to reset the VDR daemon from the remote 
ontrol by issuing a signal. For the test

subje
t this is more 
onvenient than having to physi
ally go and hit the reset button

on BOB if the set-top box gets stu
k while wat
hing television.

Figure 4: Work �ow of the television and DVD logger.

The VDR daemon o�ers a plugin interfa
e for writing third-party plugins. We use

it to write our plugin to log the user-initiated a
tivities within the set-top box into

a text �le.
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3.4.5 Network Logger

BOB provides a wireless a

ess point, a network router and an Internet gateway to

the test subje
ts' so that their online behaviour 
an be monitored. Iptables

10

is used

to set it up as a Network Address Translation (NAT) box so that it fun
tions as

the gateway and multiple network devi
es 
an a

ess the Internet through a single

global IP. We provide a Dynami
 Host Con�guration Proto
ol (DHCP) server and

a 
a
hing Domain Name Servi
e (DNS) server using dnsmasq

11

. It makes the home

network more enjoyable to use be
ause users would not have to manually 
on�gure

their network devi
es, and their DNS queries 
an be served more qui
kly.

IEEE 802.11 is a set of standards for implementing wireless lo
al area networks

[Theb℄. Of these only 802.11g and 802.11n 
an keep up with the broadband speeds

o�ered by the ISPs in Finland. Therefore we o�er them as the wireless network

options on our a

ess point.

We use Ethernet [Thea℄, whi
h is the standard for wired lo
al area network te
hnolo-

gies, for 
onne
ting BOB and its a

ess point to the Internet uplink, and to allow

wired network devi
es to join the home network. The test subje
ts are provided with

broadband 
onne
tions with a maximum upstream bandwidth of 10 Mbps, and a

maximum downstream bandwidth of 200 or 100 Mbps, depending on the type of the

network available near their houses. In pra
ti
e, the available bandwidth does not

go below one-third of the maximum limit.

There are a 
ouple of alternative ways in whi
h we 
an integrate the home networking

fun
tionality in BOB. We 
an either use a 
ommer
ially available unit that works

as a bridged a

ess point and Ethernet hub for the lo
al network within the house

and 
onne
t it to the uplink through BOB; or we 
an use a wireless USB dongle and

run the a

ess point on BOB itself.

The former option is simpler in the sense that it 
omes as a separate unit, whi
h

is a small spe
ial purpose 
omputer, and we do not need to work on integrating

the a

ess point within BOB itself. All we need to do is add an extra Ethernet

network interfa
e (NIC) to BOB and 
onne
t it to the external unit. On the other

hand, the latter option is better aligned towards our overall requirement of being as

unobstrusive as possible be
ause we do not need to install a separate unit. However it

is tri
ky be
ause many of the USB-based IEEE 802.11g interfa
es that are available

10

http://www.netfilter.org/

11

http://thekelleys.org.uk/dnsmasq/do
.html
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Figure 5: Work �ow of the NAT box, DHCP server and 
a
hing DNS server.

do not work in the a

ess point or master mode due to la
king drivers, and even if

they do they tend to have a weaker signal strength as 
ompared to the 
ommer
ially

available standalone units. Having a weaker signal makes the a

ess point unusable

unless the apartment is quite small, and even then it is a problem be
ause stray

a

ess points make the wireless 
hannels very noisy within 
ity limits. In pra
ti
e,

having to install a separate unit in the �rst 
ase is not that mu
h of a problem

either be
ause the 
ommer
ial devi
es are quite small and neatly built and 
an be

easily pla
ed beside the main BOB box. Moreover, sin
e people will be keeping

BOB where they previously kept their set-top box and DVD player, whi
h is below

the TV and 
loser to the �oor, it might be 
onvenient to have the �exibility to pla
e

the a

ess point slightly higher up than the main unit to have better 
overage.

Figure 6: Work �ow of the network logger.
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T
pdump

12

is used as a pa
ket sni�er atta
hed to the Ethernet interfa
e of BOB that

is 
onne
ted to the Internet uplink to log the network a
tivity of the test subje
t.

Sin
e the data 
a
hed on BOB is uploaded to Ali
e through the same interfa
e we

ignore all pa
kets 
oming from and going to Ali
e to avoid pointlessly 
opying the

same data again and again.

3.4.6 Cameras and Mi
rophones

To re
ord the audio and video within the test subje
ts' apartments, we use mi
ro-

phones and 
ameras that 
an 
onne
t to the wireless network o�ered by BOB. Thus,

they 
an be pla
ed at di�erent vantage points and the data 
olle
ted by them 
an

be streamed to BOB over the network.

Figure 7: Re
ording video and audio from 
ameras and mi
rophones.

While 
hoosing the sensors we ensure that they are of su�
ient quality so that the

original s
ene within the house 
an be re
onstru
ted from the re
orded data. Our

target environment would have 
onversations among a small group of people, and

voi
es of di�erent individuals 
an sometimes overlap in the middle of an ex
iting

dis
ussion. There would also be some amount of movement when a person enters

the room, walks by in a passageway, or makes some gesture. These 
ause artifa
ts to

appear in the 
olle
ted data, and if the sensors are of poor quality then the amount

of artifa
ts is too high for the data to be of any use.

The mi
rophones and 
ameras use Real Time Streaming Proto
ol (RTSP) for stream-

ing the data. So we use a RTSP 
lient to re
eive the data, and separate the audio

and video payloads from the stream. After re-en
oding the video as MPEG-4 and

the audio as Waveform Audio File Format (WAV), we put them into separate �les.

12

http://www.t
pdump.org/
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MPEG-4 and WAV are well known and widely popular, and some 
ameras have

en
oders for these formats built into them.

Figure 8: The positioning of the 
ameras in one of the apartments.

GStreamer

13

is used to re
ord the audio and video feed as des
ribed above. It is

a 
omprehensive and well-known multimedia framework for UNIX and provides all

the ne
essary elements for doing so.

3.4.7 Data Uploads and Remote Management

Rsyn


14

is used to upload the data stored in BOB to Ali
e over a se
ure 
hannel as

shown in �gure 11. Sin
e anomalies in the WAN between the BOBs and Ali
e 
an

interrupt the transfer, we 
he
k whether a restart is needed. Rsyn
 is also 
apable of

limiting the bandwidth 
onsumed during the transfers. This is useful for us to ensure

that the transfers 
onsume only a small fra
tion of the entire Internet bandwidth at

the test subje
ts' end.

13

http://gstreamer.freedesktop.org/

14

http://www.samba.org/ftp/rsyn
/rsyn
.html
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The BOBs 
an be remotely managed to enable the resear
her, or someone appointed

by her, to monitor their status, and diagnose any problems that might have o

urred

without paying a visit to the test subje
ts' premises. Common problems are hard-

ware failure, data not getting uploaded due to disturban
es in the WAN between

the BOBs and Ali
e, and damaged �lesystems 
aused by sudden loss of power.

The 
hallenge in setting up su
h a remote management system is that the BOBs

might be behind NATs running on the 
able modems provided by the test subje
ts'

ISP, and as a result not have a stati
, globally routable and uni
ast (ie. publi
)

IP address. Moreover, the ISPs 
an have �rewalls blo
king a

ess to 
ertain ports

on their networks. Fortunately, it is up to the resear
her to de
ide where Ali
e is

lo
ated. Therefore, we 
an assume that Ali
e would have a stati
 publi
 IP address

without any �rewalls interfering with its ports. This means that while it is hard to

rea
h the BOBs from anywhere outside the apartment, the BOBs 
an 
onne
t to

any 
omputer, in
luding Ali
e, on the Internet.

Figure 9: Reverse SSH tunnel between BOB and Ali
e.

Hen
e we setup a reverse SSH tunnel from BOB to Ali
e as shown in �gure 9.

A 
onne
tion is initiated from BOB to Ali
e's SSH server and the port on whi
h

BOB's SSH server is listening is reverse forwarded to a lo
al port P on Ali
e. This

establishes a tunnel from port P on Ali
e to BOB's SSH server. This means that any


onne
tions made to that port on Ali
e will get transparently forwarded to BOB.

For ea
h BOB a di�erent value of P is 
hosen. We get shell a

ess on a spe
i�
 BOB

by �rst logging on to Ali
e and then 
onne
ting to the port P 
orresponding to that

parti
ular BOB.



30

3.4.8 Installer

We have an installer for qui
kly setting up the BOB software on
e the hardware

has been assembled and ready. The installation image is a ISO �le 
omposed of

the data 
ontents of every written se
tor of an opti
al dis
. This image 
an either

be burnt on to a Compa
t Dis
 (CD) or DVD, or written to a USB disk using

Ubuntu's usb-
reator

15

program to 
reate a bootable medium from whi
h to start

the installation.

To start, the bootable medium should be inserted and BOB's BIOS should be 
on-

�gured to boot from it. The steps are self explanatory and in many 
ases default

values are provided to make the installation easier. However one should 
arefully

answer the questions shown in �gure 10. These are spe
i�
 to the parti
ular test

subje
t who is going to be observed by this BOB, and hen
e, the answers will be

di�erent for ea
h unit that is installed. On
e the installation is �nished, restart the


omputer to begin using it.

Internally, the installer is based on the sto
k Ubuntu installer 
alled Ubiquity

16

. It is

a graphi
al installer, whi
h is written largely in Python and uses Debian Installer (d-

i)

17

as a ba
kend. The installation image 
ontains an initial ramdisk (initrd)

18

and

a kernel. The bootloader loads them into memory and starts the kernel. On
e the

kernel is ready, the Debian Installer is started. The installation image also 
ontains

a Squashfs [Lou11℄ ar
hive of all the software pa
kages that are to installed. On
e

d-i is done 
reating the partitions and �le systems on the hard disk, the ar
hive is

un
ompressed and �les are extra
ted onto the newly 
reated �le system hierar
hy.

The Debian Installer uses deb
onf

19

for all its user intera
tion. Ubiquity provides a

ni
e graphi
al user interfa
e to let the person doing the installation answer all the


on�guration questions, and these then get written to the deb
onf database, from

where d-i 
an read them to 
omplete the installation.

We automate the answers to many of the questions that d-i asks by using a pre-

seed

20

�le. By doing this we drasti
ally redu
e the number of steps that need to

be performed by a human during the installation pro
ess. Having said that, we do

15

https://laun
hpad.net/usb-
reator

16

https://wiki.ubuntu.
om/Ubiquity

17

http://wiki.debian.org/DebianInstaller

18

It is a s
heme for loading a temporary �le system into memory before the real root �le system


an be mounted during the boot pro
ess of a Linux kernel.

19

http://wiki.debian.org/deb
onf

20

http://wiki.debian.org/DebianInstaller/Preseed
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(a) Prepare the set-top box

(b) Ali
e and 
ameras

Figure 10: Steps to install the BOB software.
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(
) Who is the test subje
t

Figure 10: Steps to install the BOB software.

want to present some questions very spe
i�
 to our use 
ase that are otherwise not

asked by d-i. For example, the ones shown in �gure 10. We do so by writing our own

set of Ubiquity plugins. They present the ne
essary user interfa
e elements during

the initial stages of the installation and re
ord the answers as entries in the deb
onf

database. Later, when d-i has �nished setting up the basi
 operating system, the

plugins update the 
on�guration �les based on the values in deb
onf.

3.5 Ali
e File Server

Ali
e is a �le server whose primary obje
tive is to store all the data 
olle
ted by

the key loggers, smartphone loggers and BOBs in the �eld. To get a rough idea

about the size of data generated per day by the sensors we ran a 
ouple of pilot

installations of BOB for a month. Although the numbers, shown in table 1, will

vary depending on the a
tual environment in whi
h the sensors were installed and
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the behaviour of the test subje
ts, it serves as a basis for 
al
ulating the amount of

disk spa
e needed on Ali
e.

Sensor Size Remarks

Camera 7028 MB Resolution=640x480,

FPS=30, MPEG-4

Mi
rophone 1240 MB WAV

TV & DVD Logger 579 KB

Network Logger 1589 MB

Wireless A

ess Point S
anner 580 KB

Bluetooth S
anner 580 KB

Table 1: Average size of data generated per day by di�erent sensors.

Data �les stored on Ali
e are in the same en
rypted form as they were on the sour
e

devi
es. As explained in se
tion 3.4.3, the resear
her should have the RSA private

key to retrieve the Three�sh symmetri
 keys for the spe
i�
 �les that he wants to

a

ess. Sin
e this server is a

essible over the Internet, we do not store the private

key on it. Instead, it is kept on a separate 
omputer dis
onne
ted from the network.

Whenever a set of �les need to be a

essed they are 
opied to the o�ine node

over some portable storage devi
e for de
ryption. This redu
es the 
han
es of some

atta
ker getting a

ess to the private key.

Figure 11: Data being sent to Ali
e from di�erent sour
es.

To a

ept the data sent from the key loggers and smartphone loggers, a Mail Transfer

Agent (MTA), and a HTTP server with support for POST requests are run on Ali
e.
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We use Exim

21

as the MTA, and the Apa
he HTTP Server

22

.

Ali
e has a publi
ly a

essible SSH server to provide a se
ure 
hannel for data

uploads and the s
heme for remotely managing the BOBs as des
ribed in se
-

tion 3.4.7. OpenSSH

23

is the SSH server implementation of our 
hoi
e. It supports

non-intera
tive passwordless key-based logins so that the 
lients on the BOBs 
an


onne
t to Ali
e without human intervention.

We have some s
ripts on Ali
e to automate some of the remote management tasks

by leveraging the reverse SSH tunnels from Ali
e to the BOBs. For example, to


he
k the status of the sensors, how reliable they have been at re
ording data, and

whether the uploads are progressing smoothly or the BOBs are running out of spa
e

due to network problems. The output from the s
ripts is displayed in a human

readable format on a password prote
ted website to make it easier for the resear
her

to keep an eye on what is going on.

21

http://www.exim.org/

22

http://httpd.apa
he.org/

23

http://www.openssh.org/
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4 Data Analysis and Reliability

Having designed and implemented a data 
olle
tion and transportation platform,

we are going to show a few te
hniques that 
an be employed to analyse the data

provided by the platform. We also show how reliable the di�erent sensors in the

platform are under real world 
onditions.

4.1 Overview

We present a few example data analysis te
hniques and reliability measures to ex-

amine how e�e
tively our instrumentation platform meets the requirements layed

out in 
hapter 2. Sin
e the data that we 
olle
t is diverse in nature, we provide

te
hiques to analyze one parti
ular sensor � the network logger.

Based only on the network tra�
, the test subje
ts are pro�led based on the following


omponents:

• The frequen
y of visits to di�erent kinds of websites. (A taxonomy for websites

is de�ned to 
ategorize the sites.)

• The amount of tra�
 at di�erent hours of the day.

• The amount of tra�
 on di�erent days of the week.

We provide detailed steps to show how the data was analyzed to s
ore the test

subje
ts on ea
h of the above points. Then, based on these parameters we draw

some interesting inferen
es about them.

When used in a real world experiment outside the laboratory, the reliability of the

sensors are adversely a�e
ted. Therefore, we present some reliability �gures for

ea
h sensor to show how good the platform is at monitoring the parti
ipants. The

reliability of ea
h sensor is 
al
ulated, and the 
auses of imperfe
tion are explored.

4.2 Taxonomy for Websites

Based only on the websites visited by the test subje
ts we draw up a taxonomy for


ategorizing websites. Sin
e the number of test subje
ts is very small, and they are

all from Southern Finland, our sample set is quite restri
ted and biased. Therefore
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our taxonomy probably 
an not be generalized and applied on any other subset of

websites.

Allotting a website to single 
ategory 
an be tri
ky be
ause many websites have

a wide variety of 
ontent. For example, the Finnish national publi
-broad
asting


ompany, YLE, has news, TV and radio s
hedules, video streams of 
urrent and

past programs, and blogs on its website. Therefore, our taxonomy is so designed

that before de
iding whi
h 
ategory a website belongs to, one should determine the

primary aim of the website. Sometimes this is made easier by the fa
t that bigger

websites are divided into subdomains, where ea
h has a spe
if
 purpose. Ea
h

subdomain 
an then be treated as a separate website and 
ategorized separately.

These days popular websites use 
ontent delivery networks (CDNs)

24

to in
rease

a

ess bandwidth and redundan
y, and redu
e a

ess laten
y. Therefore the same


ontent 
an be served by multiple similarly named domains. Sin
e these are logi
ally

the same website, we 
lub them together as a single entity.
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Figure 12: Number of requests to the most popular websites a
ross all test subje
ts.

We 
reate a list of sites that were a

essed by all the test subje
ts and 
ount the

number of HTTP requests made to ea
h of them. The list is sorted in de
reasing

order of requests, and the per
entile rank for ea
h entry is 
al
ulated. When plotted

on a graph, as shown in �gure 12, this looks like a sharply de
reasing exponential


urve. It is obvious that 
ompared to the most popular websites the others have

24

CDN is a system of 
omputers 
ontaining 
opies of data pla
ed at various nodes of a network.

Data 
ontent types often 
a
hed in CDNs in
lude web obje
ts (text, graphi
s, URLs and s
ripts),

downloadable obje
ts (media �les, software, do
uments), appli
ations, live streaming media and

database queries.
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almost negligible number of hits. Even though the websites with lower per
entile

ranks are often unique to a parti
ular household, the more popular ones are still

representative of the general trends. Therefore we 
onsider only those entries that

have a per
entile rank of 85 or more for our taxonomy.

The following di�erent 
ategories for websites are de�ned:

• Adult Entertainment: Websites that show sexually expli
it 
ontent for enjoy-

ment and relaxation. They 
an be similar to a personal website when it is a

website of a porn a
tor or a
tress, or a media sharing website when users 
an

upload their own sexually expli
it material.

• Advertisement: Hosts that are part of advertisement serving overlay networks.

The advertisements are typi
ally embedded in sear
h engine results, blogs

or portals, and are automati
ally requested and shown to the user as part

of the webpage. Some of the domain names that are used for these pur-

poses are tra
k.adform.net, 
dn.adnxs.
om, adte
hus.
om, atemda.
om, eme-

diate.biz and zedo.
om.

• Dating: Websites where users 
an �nd other single people looking for long

range relationships, dating, or just friends.

• Blog: Websites that are used to post online diaries and 
an 
over a wide

range of topi
s depending on the author. The 
ontent is typi
ally su
h that

it represents the personal opinion of the blogger, or her own experien
es or

a
hievements. For example, wordpress.
om, blogspot.
om.

• Broad
asting: Websites that broad
ast video or audio 
ontent from di�erent

publishers. For example, the Video on Demand (VOD) network 
alled ePlayer.

• Corporate: Websites providing ba
kground information about a business, or-

ganization or servi
e. For example, europe.nokia.
om, suunto.
om, kihlasor-

mukset.
om.

• Ele
troni
 Commer
e: Websites o�ering goods and servi
es for online sale, and

enabling online transa
tions for su
h sales. It also in
ludes those sites whose

purpose is to sell produ
ts from third parties, or syndi
ate 
ontent from other

sellers. For example, ikea.
om, sandviks.
om, vau.�, vaukirja.�, nettiauto.
om,

pizza-online.�, smartshopper.
om.
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• En
y
lopedia: Websites that are 
ompendiums holding summary information

from di�erent bran
hes of knowledge in the form of arti
les. For example,

Wikipedia.

• Employment: Websites where employers announ
e job openings and people


an sear
h for jobs based on di�erent 
riteria. For example, monster.�.

• Forums & Groups: Websites where people 
an dis
uss various topi
s. For

example, groups.google.
om, groups.yahoo.
om.

• Gambling: Websites that let users gamble online. For example, bet365.
om.

• Games: Online gaming sites. For example, hattri
k.org, travian.�, eu.battle.net.

• Government: Websites made by the lo
al, state, department or national gov-

ernment of a 
ountry. Usually these sites also operate websites that are in-

tended to inform tourists or support tourism. For example, hsl.�, mol.�, reit-

tiopas.�.

• Information: Websites that give out mis
ellaneous bits of information. These


ould be anything from restaurant lun
h menus to movie ratings.

• Maps: Web mapping servi
es that o�ers street maps, route planner or ur-

ban business lo
ator for numerous 
ountries around the world. For example,

maps.google.
om, maps.nokia.
om.

• Media Sharing: Websites that enables users to upload and view media su
h as

pi
tures, musi
 and videos. For example, Fli
kr, Pi
asa, Youtube.

• Mi
roblog: A short and simple form of blogging. Mi
roblogs are limited to


ertain amounts of 
hara
ters and are similar to status updates. For example,

Twitter.

• News: Websites dedi
ated to dispensing news, politi
s and 
ommentary. For

example, bb
.
o.uk, iltalehti.�, iltasanomat.�, seiska.�, veikkausliiga.
om.

• Peer-to-Peer: Websites that index or tra
k BitTorrent �les, Manolito musi


shares.

• Personal: Websites about an individual or a small group that are of a non-


ommer
ial nature.
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• Portal: Websites that are the starting point or gateway to other resour
es on

the Internet. For example msn.
om, yahoo.
om.

• Sear
h Engine: Websites that index material on the Internet and provides

links to information as a response to a query. For example, www.google.�,

s
holar.google.�, www.bing.
om.

• Software As A Servi
e: Websites that o�er web appli
ations hosted 
entrally

on a server, whi
h 
an be a

essed by users using a browser over the Inter-

net. Typi
al examples of su
h software are word pro
essors and spreadsheets

provided by do
s.google.
om.

• So
ial Networking: Websites where users 
ould 
ommuni
ate with one another,

play games, 
reate a network of 
onta
ts, share other 
ontent from the Internet

and rate or 
omment on the 
ontent. For example, Deli
ious, Fa
ebook, Google

Plus, LinkedIn, MySpa
e, Orkut, Reddit.

• Software Downloads: Websites that allow users to download software programs

and provides updates. For example, mirrors of Mozilla and other free and

open sour
e software (FOSS) proje
ts, Windows updates, F-Se
ure or Ma
Afee

updates.

• Translate: Websites that let users translate text written in one language to

another. For example, translate.google.
om.

• Weather: Websites that provide weather servi
es. For example, ww
.insta
am.
om,

weatherbug.
om, fore
a.�.

• Webmail: Websites that provide web interfa
e for reading and sending email.

For example, mail.google.
om, mail.yahoo.
om.

The advertisement serving overlay networks are ignored while 
reating the person-

ality pro�les. The advertisements are embedded in other websites, and whenever a

human user opens su
h a website requests are automati
ally issued to show the ad-

vertisements. These days online advertising based revenue models are in
reasingly

popular, and having embedded advertisements is hardly a distinguishing feature of a

website. Therefore the frequen
y with whi
h the test subje
ts visited these networks

is not a true indi
ator of their personality.

These days many Web servi
es and appli
ations provide Appli
ation Programming

Interfa
es (API) to allow people to interfa
e with them from appli
ations other than
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traditional Web browsers. For example, mi
roblogging platforms often have APIs

for writing 
lients that are spe
i�
ally designed for the purpose. To use these APIs

one has to a

ess a parti
ular subdomain of the parent website. However, if the

parent website o�ers various di�erent kinds of servi
es then all the APIs are usually

o�ered under the same subdomain. This makes it impossible to know whi
h servi
e

was being used through the APIs just by looking at the DNS responses. In su
h


ases we ignore these subdomains.

4.3 Household Pro�le

From the ri
h 
olle
tion of data that we have it is possible to re
onstru
t many

di�erent aspe
ts of the test subje
ts' personalities. However, as mentioned before,

we only 
on
entrate on one modality � the network logger. Our aim is to 
onstru
t

pro�les to assess the similarities and dissimilarities between the households based

on the following 
omponents:

• The frequen
y of visits to di�erent kinds of websites.

• The amount of tra�
 at di�erent hours of the day.

• The amount of tra�
 on di�erent days of the week.

Formally, we de�ne a pro�le as a ve
tor based on the above 
omponents. The test

subje
ts 
an be assessed on the basis of a single 
omponent, or the individual 
om-

ponent ve
tors 
an be 
ombined to get a more wholesome pi
ture of their similarities

and dissimilarities.

To 
reate the ve
tor for the 
ategorization of websites, we generate a histogram

where the 
ategories 
orrespond to those de�ned in se
tion 4.2. We look at all the

DNS replies logged at the test subje
t's house and 
reate a mapping from host name

to IP address. The number of HTTP requests is 
al
ulated for ea
h host name. The

host name is allotted to a 
ategory based on the taxonomy, and the number of

requests for that 
ategory is in
remented a

ordingly. Finally, we normalize the

resulting histogram so that it sums up to unity.

Similarly for the other two 
omponents, the histograms have twenty-four and seven

bins respe
tively. We look at the distribution of network tra�
 over a single day and

a single week, and 
ount the amount of bytes that fall into ea
h slot. The resulting

histograms are then normalized.
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4.3.1 Distan
e Cal
ulation and Visualization

Given any 
omponent c (as mentioned in se
tion 4.3), and a pair of test subje
ts

X0 and X1, we want to 
al
ulate the distan
e dc(X0, X1) between them based on

it. Kullba
k-Leibler divergen
e is used as the distan
e measure. If the probability

distributions of X0 and X1 based on 
omponent c are X0c and X1c respe
tively, then

the Kullba
k-Leibler divergen
e DKL(X0c‖X1c) is 
al
ulated as given in equation (1).

DKL(X0c‖X1c) =
∑

i

X0c(i) ln
X0c(i)

X1c(i)
(1)

Sin
e the Kullba
k-Leibler divergen
es are not symmetri
, we use J-divergen
e to

make them so [JS00℄.

DJ(X0c‖X1c) = DKL(X0c‖X1c) + DKL(X1c‖X0c) (2)

We 
an add some importan
e to a 
omponent by assigning a weight αc to it. The

exa
t value of the weights are to be de
ided by the resear
her depending on his

domain knowledge and dis
retion. Here, we 
onsider them to be unity. The overall

distan
e d(X0, X1) between two test subje
ts X0 and X1 
an be 
al
ulated as given

in equation (3).

d(X0, X1) =
1

N

N∑

c=1

αc dc(X0, X1) (3)

This way the distan
es between every pair of test subje
ts is 
al
ulated. Sin
e

the distan
es are originally between ve
tors in multi-dimensional spa
e, we 
an not

dire
tly visualize them in two dimensions. To do so, we use gradient des
ent to

minimize the errors in the distan
es when they are proje
ted from their original

spa
e on to a two-dimensional plane.

4.3.2 Inferen
es

Data is still 
oming in from the �eld, and di�erent test subje
ts have had BOB

running in their apartments for varying periods of time. Therefore we 
onsider only

the �rst three months worth of data in our experiments.

As des
ribed earlier in se
tion 4.3.1 we 
al
ulate the distan
es between every pair

of test subje
ts for ea
h of the three di�erent 
omponents of the network logger

data that we are interested in. Two dimensional visualizations are plotted for ea
h


omponent to get an idea of where ea
h household stands with respe
t to the others.
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This is same as using equation (3) with the value of αc as unity for the parti
ular


omponent c for whi
h we are going to draw the visualization and zero otherwise.
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(
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Figure 13: Similarity of the households based on ea
h 
omponent.

Similarly, we 
al
ulate the overall distan
es between ea
h pair of test subje
ts by

using unity as the weights for all the 
omponents in equation (3). The two dimen-

sional visualization based on these distan
es indi
ate the similarity of the households

based on all the three 
omponents.

Therefore, based on �gure 13 and �gure 14 we 
an draw some inferen
es about

the parti
ipating households. The histograms for every test subje
t based on the


omponents mentioned in se
tion 4.3 are provided in the appendi
es. We only

highlight the ones that we found interesting in this se
tion.

From �gure 14, parti
ipants one, two, four, �ve and eight look interesting be
ause
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they are the outliers. Of them the �rst parti
ipant is the most unusual be
ause

she is an outlier in all the similarity diagrams. For the eighth parti
ipant this is

re�e
ted in �gure 13(b) and �gure 13(
), while �gure 13(a) indi
ates that the fourth

parti
ipant visited websites that are di�erent from the rest. The se
ond and �fth

households are outliers in �gure 13(b).

Let us look at a 
loser look at these interesting 
ases to see if we 
an draw some

inferen
es about their behaviour.
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Figure 14: Overall similarity of the households.
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Figure 15: Test subje
t 1: daily tra�
 in bytes.

Figure 15 shows that the �rst test subje
t is online all round the 
lo
k ex
ept two
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brief periods � from 07:00 hr to 12:00 hr and 18:00 hr to 20:00 hr. Assuming that

she has to go to work to earn her livelihood, this indi
ates that either she does not

have �xed working hours, or that she has a very irregular routine, or maybe both.

She is a frequent visitor to adult entertainment and so
ial networking websites, with

the former having the bigger share.

The se
ond parti
ipant is interesting in the sense that there is a single sharp spike

in her daily tra�
 from 21:00 hr to 22:00 hr. For the other parti
ipants, either there

are multiple spikes or the duration is longer than a single hour.
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Figure 16: Test subje
t 4: distribution of requests made to di�erent 
ategories of

websites.

The fourth household stands out due to the total absen
e of websites related to news

in �gure 16. Every other household has shown some in
lination to read the news on

the Internet.

The �fth test subje
t does most of his sur�ng during the evenings and nights. She

usually sleeps after 02:00 hr, sometimes even as late as 04:00 hr, and does not wake

up before 10:00 hr. Not a very healthy routine, but predi
table be
ause she sti
ks

to it. She is probably a very heavy user of peer-to-peer �le-sharing servi
es be
ause

there is a disproportionately high amount of tra�
 at her end, whi
h is una

ounted

for by the number of HTTP requests issued by her.

The eighth test subje
t is unusual be
ause more than 50% of her online a
tivity

happens on Mondays and there is none on weekends. Almost 70% of her network

tra�
 o

urs between 13:00 hr and 18:00 hr and the a
tivity during the evenings is

remarkably low, unlike the other parti
ipants.
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These inferen
es 
an be used to s
ore the parti
ipants on the �Big Five� fa
tors

as mentioned in se
tion 2.1. Looking at the �rst test subje
t's irregular routine

we give her a low 
ons
ientousness s
ore. The �fth subje
t ranks higher than the

�rst in terms of 
ons
ientousness be
ause even though she does not maintain the

healthiest of timetables, she atleast sti
ks to it and does not 
hange her sleeping

hours randomly. Going by the heavy use of peer-to-peer �le-sharing servi
es at her

end, and the presen
e of popular websites related to movies and TV shows, one 
an

dedu
e that she 
onsumes a lot of video 
ontent from the Internet. This indi
ates

some amount of appre
iation for the arts, whi
h translates to a higher openness

s
ore.

However, it is hard to draw any further 
on
lusions without looking at data from

the other sensors. For example, we know that the �rst test subje
t is a frequent

visitor to so
ial networking sites, but we do not know anything about her real world

intera
tions. Analyzing the data from the 
ameras and mi
rophones would give us a

better insight into that. Looking at the data from the set-top box would tell us what

whether the �fth parti
ipant wat
hes any movies or programmes on the television,

or he uses only the Internet.

Although the se
ond, fourth and eigth test subje
ts appear to be interesting from

their network logs, we 
an not 
on
lude anything further about their personality. For

example, the absen
e of visits to news related websites from the fourth household 
an

be due to the fa
t that they prefer printed material, or it 
an be due to a 
omplete

la
k of interest in 
urrent a�airs. It is impossible to draw a 
on
lusion without more

data. Analyzing the audio and video data to 
he
k their daily a
tivities 
an be

helpful.

4.4 Reliability of Data Gathering

Based on the way they 
olle
t data, we have two di�erent types of sensors. The reli-

ability is 
al
ulated di�erently for ea
h type. Sensors like the 
ameras, mi
rophones,

TV and DVD logger, and network logger re
ord 
ontinuosly round the 
lo
k. On

the other hand, the wireless a

ess point s
anner, and Bluetooth s
anner only take

snapshots at regular intervals of time.

Reliability for the 
ontinuous sensors is 
al
ulated as the per
entage of the total

number of minutes 
overed during the experiment. A sensor has to work for atleast

30 se
onds for a parti
ular minute to be 
ounted as 
overed. For the snapshot
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sensors, reliability is the per
entage of attempted s
ans that were su

essful.

The reliability numbers were estimated by sele
ting a sample of ten random days

from ea
h test subje
t. So although they are indi
ative of how the system fared

over the 
ourse of the experiment, they do not re�e
t the absolute reliability of the

platform.

Sensor Reliability (in %age)

Cameras 82.645

Mi
rophones 82.645

TV & DVD Logger 73.421

Network Logger 76.078

Wireless A

ess Point S
anner 90.040

Bluetooth S
anner 90.040

Table 2: Reliability of Sensors

The �gures for some of the sensors in table 2 have been adversely a�e
ted due to

various fa
tors. Some were unavoidable, while others were 
aused by bugs in the

system.

July, August, De
ember, January and February are holiday months in Southern

Finland. Many of the test subje
ts were on va
ation during these months and

turned o� the BOBs in their apartments to save power. On other o

asions due to

the presen
e of visitors, who do not want to parti
ipate in the experiment, some of

the sensors were disabled by the families to prote
t their priva
y.

Sometimes the BOBs be
ome unresponsive due to software bugs. For example, ra
e


onditions in the DVB 
ard drivers 
an 
ause the whole system to freeze. Situations

like these and the ones mentioned above 
an instigate the test subje
ts to hard

reboot the BOBs. Sin
e the sensors are 
onstantly re
ording data, the �le systems

perform a lot of write operations. Hard reboots abruptly interrupt these operations

and may break the �le system. A broken �le system is e�e
tively the same as turning

the ma
hine o� be
ause the system will fail to boot.

Whenever problems arise in the WAN 
onne
ting the BOBs with Ali
e data a

u-

mulates in the BOBs. If 
onne
tivity is not restored soon enough they run out of

disk spa
e, whi
h prevents all the sensors from re
ording anything. During the early

part of the experiment we dis
overed that due to a mis
on�guration in one of the

routers in Ali
e's network data uploads were not pro
eeding as smoothly as they
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should have. While we 
ould not tra
k down the faulty router, we made things bet-

ter by disabling Dupli
ative Sele
tive A
knowledgement (DSACK)

25

in the BOBs

and Ali
e. Remaining network problems are 
aused by disturban
es in the ISPs'

networks and these are beyond our 
ontrol. If the Internet uplink provided by the

ISP goes down, the network logger 
an not work either.

25

It is an extension of the Sele
tive A
knowledgement (SACK) option for TCP spe
i�ed in RFC

2883. This extension allows the TCP sender to infer the order of pa
kets re
eived at the re
eiver,

allowing the sender to infer when it has unne
essarily retransmitted a pa
ket.
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5 Con
lusions

We have spe
i�ed the requirements for an instrumentation platform that 
an be used

to 
ondu
t pervasive longitudinal studies within people's intimate surroundings by

gathering data about how people behave in their various pla
es of presen
e. We

have also des
ribed how to design and implement su
h a system, and shown how the


olle
ted data 
an be used to 
reate personality pro�les of the test subje
ts. However,

we have only 
on
entrated on a single modality while 
reating the pro�les. More

advan
ed data analysis te
hniques that take into 
onsideration multiple modalities

will reveal mu
h more about the individuals and families as we set out to a
hieve in

se
tion 2.1.

Creating su
h an intrusive framework and using it to gather data for su
h a long

period of time raises a lot of priva
y and ethi
al issues. To resolve these issues we

hired a lawyer and 
onsulted the Data Ombudsman of Finland. Finnish and Euro-

pean Union law allow the 
olle
tion of data on third persons for s
ienti�
 resear
h.

While we take permission from the test subje
ts before studying them and notify

them about the lo
ation of the sensors, it is possible that some visitors might not

be aware that every move inside the apartment is being monitored. Therefore we

asked them to inform their 
losest a
quaintan
es about the surveillan
e and limited

ourselves to studying the only the parti
ipating subje
ts. In 
ase it was not fea-

sible for them to explain the study beforehand to their guests, they were allowed

to turn o� the sensors. Guidelines were established regarding the anonymization

of the data. Before releasing any subset of the data or the results of any analyses,

it is s
reened by the members of the resear
h group. In 
ase of doubt, a written

dis
losure is requested from the parti
ular subje
t.

Moreover, by allowing us to log their use of the television and Internet the parti
-

ipants might be violating the TV or Internet provider's terms of servi
e. At the

same time we are obliged to 
o-operate with law enfor
ement agen
ies by giving

them a

ess to our data if there is suspe
ted 
riminal a
tivity.

Half yearly interviews with the parti
ipants were organized to �nd out how the in-

strumentation of their houses a�e
ted their daily lives. The subje
ts were asked

about the routines and events that had 
hanged as a result of the 
ontinued surveil-

lan
e. Nakedness, 
onsumption of al
ohol, substan
e use, use of spa
e, sex, and


hoi
e of pla
e for 
onversation were some of the 
hanges that were reported. Most

people went through three di�erent phases during the 
ourse of the experiment.
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The initial 
onfrontation phase starting from the moment their house was wired

and lasting for roughly two weeks. During this time the subje
ts reported �annoy-

an
e�, �weirdness� and �novelty� as the dominant feelings. A

eptan
e and de
reas-

ing awareness marked the se
ond phase, whi
h was sometimes interrupted by ad ho


events that reminded them of the presen
e of the data gathering system. Examples

of su
h events varied from te
hni
al problems in BOB itself to moments of personal

di�
ulty.

One of the test subje
ts left the experiment after six months due to getting in
reas-

ingly disturbed by the e�e
ts of ubiquitous surveillan
e. She 
omplained that her

use of the 
omputer and so
ial intera
tions were severely a�e
ted by the study, and

that she was afraid of being harmed in 
ase the data was leaked.
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Appendix 1. Referen
e Hardware for BOB

Here is the list of hardware 
omponents that we used to assemble the BOBs for our

experiment:

• Mi
roATX 
abinet

• AMD Athlon II X2 240e 2.8 GHz dual-
ore pro
essor, with 2.0 MB 
a
he

• ASUS M4N68T-M LE V2 motherboard, with NVIDIA GeFor
e 7025 / nFor
e

630a 
hipset

• 1 GB 1333 MHz DDR3 memory

• ASUS EN 210 Silent graphi
s 
ard, with NVIDIA GeFor
e 210 CPU, 512 MB

DDR3 video memory, and DVI, VGA and HDMI 
onne
tors

• 1.5 TB 3.5 in
h 5400 RPM serial ATA (SATA) hard disk

• DVD dis
 drive

• DVB-C PCI 
ard based on the Mantis VP-2040 
hipset

• Remote 
ontrol handset

• A serial port adapter for the remote 
ontrol re
eiver

26

• Ethernet PCI 
ard

• Belkin N150 Surf wireless router

• D-Link DCS 2121 wireless network 
ameras

• Bluetooth USB dongle

• IEEE 802.11bg USB dongle

26

http://www.lir
.org/re
eivers.html



Appendix 2. Categorization of Websites

Figure 17 shows the per
entage of HTTP requests made to di�erent 
ategories of

websites by ea
h test subje
t.
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Figure 17: Distribution of requests made to di�erent 
ategories of websites.
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Figure 17: Distribution of requests made to di�erent 
ategories of websites.
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Appendix 3. Daily Tra�


Figure 18 shows the amount of Internet tra�
 during di�erent intervals in a day for

ea
h test subje
t.
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Figure 18: Daily tra�
 in bytes.
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 in bytes.
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Appendix 4. Weekly Tra�


Figure 19 shows the amount of Internet tra�
 during di�erent days of the week for

ea
h test subje
t.
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Figure 19: Weekly tra�
 in bytes.
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Figure 19: Weekly tra�
 in bytes.
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