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A note on the use of these ppt slides: o o FTP
We're making these slides freely available to all (faculty, students, readers) o
They're in PowerPoint form so you can add, modify, and delete slides Computer Networking: O SMTP / POP3 / IMAP
(including this one) and slide content to suit your needs. They obviously A Top Down Approach o DNS
represent a lot of work on our part. In return for use, we only ask the .
following: Featuring the Internet, o
O If you use these slides (e.g., in a class) in substantially unaltered form, 2nd edition. a
that you mention their source (after all, we'd like people to use our book!) . 5
0 If you post any slides in substantially unaltered form on a www site, that Jim Kurose, Keith Ross
you note that they are adapted from (or perhaps identical to) our slides, and i !
Hote our copyright of this material Addison-Wesley, July o socket API
2002.
Thanks and enjoy! JFK/KWR
All material copyright 1996-2002
JF Kurose and K.W. Ross, All Rights Reserved
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021 0 2.6 TCP
SMTP [RFC 2821] TCP 0 22Web HTTP a 2.7 UDP
Telnet [RFC 854] TCP
Web __HTTP [RFC 2616] Tcp 023FTP
FTP [RFC 959] TCP 024 0 2.8 Web
TCP or UDP o SMTP, POP3, IMAP 029
(e.g. RealNetworks)
0 2.5 DNS o Web
(e.g., Dialpad) UDP [¢)
o P2P
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Web HTTP HTTP
HTTP: hypertext
0 Web transfer protocol
o HTML ,JPEG  , Java o Web
, audio 5
0 Web HTML o
SEW?F
m] URL Uniform Resource Locator running
o Apache Web
server
0 URL Web

www . someschool .edu/someDept/pic.gif
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0O HTTP 1.0: RFC 1945
0O HTTP 1.1: RFC 2068

Mac running
Navigator
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m}
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0 HTTP/1.0
HTTP

TCP
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( 10 Jpeg
URL )
www . someSchool . edu/someDepartment/home. index ‘////’/ 4. HTTP TCP
la. HTTP 5. HTTP html
www.someSchool.edu 80
HTTP 1b. 80 TCP html
TcP Html
www.someSchool.edu HTTP 10 jpeg
“ " time
2. HTTP HTTP | )
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\3:. HTTP
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HTTP
RTT (Round Trip Time) HTTP issues:
. Iﬂgg!! o 2RTT m]
0 oS TCP
. initiate TCP ___
—_— connection \ 0
0 TCP WT{*//////// - RTT
RTT request L |
file
O HTTP HTTP - S TCp O HTTP/L1
Hransmit HTTP
file —_— o
RTT file — a
received
0
_ . M M o o
total = 2RTT+transmit time time time HTTP RTT
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02 HTTP
O HTTP :
o ASCII ( )
(GET,POS1Z\\\\\*GET /somedir/page.html HTTP/1.1

HEAD commands) Host: www.someschool .edu
User-agent: Mozillas4.0
Connection: close
Accept-language:fr

/Eextra carriage return, line feed)

2: Application Layer 23

Get method
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Post .
0 Web
URL :
m] 0 GET
m]
URL

www . somesi te.com/animalsearch?monkeysé&banana
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HTTP/1.0 HTTP/1.1

O GET 0 GET, POST, HEAD
0O POST 0 PUT
0 HEAD o URL
o
O DELETE
o URL
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HTTP

) TTHTTP/1.1 200 OK
Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 22 Jun 1998 ...
Content-Length: 6821
Content-Type: text/html

— data data data data data ...

HTML
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HTTP

200 OK
[0
301 Moved Permanently
o
(Location:)
400 Bad Request
o
404 Not Found
o

505 HTTP Version Not Supported
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HTTP

1. Web telnet
telnet www.eurecom.fr 80 80
HTTP TCP
2. GET HTTP

GET /~ross/index.html HTTP/1.0
GET

HTTP

3. HTTP
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] : T usual http request msg

client server

401: authorization req. [
<7 WWW authenticate:

usual http request msg
O authorization: + Authorization: <cred>

J usual http response msg

O Authorization

ﬂ usual http request msg L‘
WW authenticate: + Authorization: <cred> _
header line in response ‘J usual http response msg { time
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Cookie: Cookie:
Web client server
Cookie o PC Cookie file T usual http request msg server %,
usual http response + [ creates ID %"6&:]"%4
ebay: 8734 | Set-cookie: 1678 ©
1) HTTP ) 1678 for user 22
cookie ° commerce & Cookie file | htt t g
2) HTTP 178 — usua p request msg cookie-
| amazon: cookie: 1678 [ e ces®
cookie o HTTP ebay: 8734 specific <
3) ‘J usual http response msg [ action .
cookie 1D one week later: é,oé’
Cookie file — usual http request msg .
4) Web 1D ) cookie: 1678 |, COOk'.e.
amazon: 1678 spectific
ebay: 8734 J usual http response msg ( action
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Cookie GET
- aside ——
Cookie : - client server
0 0 Cookie ] HTTP request msg
o If-modified-since: |— object
<date>
1 m] HTTP not
— modified
0 g If-modified-since: <date> . HTLP_rsslp-%nse
(Web e-mail) =] 304 Not Modified
a e -
cookie HTTP/1.0 304 Not Modified — [\77p request msg
If-modified-since: —, ;
<date> object
modified
o HTTP response [
<« HTTP/1.0 200 OK
<data>
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Chapter 2 FTP:
721 0 2.6 TCP —__o@h
ﬁ FTP ETP file transfer .
L;s‘l . user l client server
022Web HTTP 0 2.7 UDP o,  lnterece
at host local file remote file
0 2.3 FTP \@Zystem system
024 0 2.8 Web
O SMTP, POP3, IMAP 029 m
0 2.5 DNS o Web m)
o o
o
o P2P
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O ftp: RFC 959
O ftp server: 21
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FTP:

TCP control connection

FTP

o FTP 21 port 21
FTP TCP 3 o ASCII HTTP
TCP data connection
o FTP port 20 FTP 0 USER username 331 Username OK,
client server 0 PASS password password required
125 data connection
m]
m] o LIsT already open;
TCP transfer starting
425 Can’t open data
° TCP o : “out of band” O RETR filename connection
g FTP « ow get 452 Error writing
0 STOR i lename file
m]
put
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[ outgoing
Chapter 2 message queue
ATk 0  user mailbox
021 0 2.6 TCP
m]
022Web HTTP 0 2.7 UDP o
O simple mail transfer
O 23FTP protocol: SMTP
024 0 2.8 Web
o SMTP, POP3, IMAP 029
0 25 DNS o Web = "
o a agent|
o P2P o Eudora, Outlook, elm,
Netscape Messenger agent
m]
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a
25 TCP
m) g .
m) O
o
m] o
o)
SMTP o
o o commands: ASCII
O response:
o m] 7-bit ASCI1
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1) 4) SMTP TCP
bob@someschool .edu
5)
2)
6)
3) SMTP
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SMTP

: 220 hamburger.edu
C: HELO crepes.fr
: 250 Hello crepes

.fr, pleased to meet you

: MAIL FROM: <alice@crepes.fr>
S: 250 alice@crepes.fr... Sender ok
: RCPT TO: <bob@hamburger.edu>

S: 250 bob@hamburger.edu ... Recipient ok
C: DATA
: 354 Enter mail, end with "." on a line by itself
C: Do you like ketchup?
C: How about pickles?

T QUIT
: 221 hamburger.edu

S: 250 Message accepted for delivery

closing connection
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SMTP
a telnet
a 220 reply

0 HELO, MAIL FROM, RCPT TO, DATA, QUIT
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SMTP:

0O SMTP

0O SMTP
7-bit ASCII

0O SMTP

CRLF.CRLF

HTTP

O HTTP: pull

0 SMTP: push

m] ASCII /
0 HTTP:

0 SMTP:
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SMTP:
L, header

RFC 822 .__bllii';k
o

o To: body

O From:

O Subject:

SMTP
m]

o«
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0 MIME: multimedia mail extension, RFC 2045, 2056

]

MIME

]
,/”’///’

s

MIME

From: alice@crepes.fr

To: bob@hamburger.edu

Subject: Picture of yummy crepe.
[ MIME-Version: 1.0

t Content-Transfer-Encoding:
l-Content-Type: image/jpeg

base64
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MIME
Content-Type: type/subtype; parameters

Text Video
u] :plain, html u] . mpeg,
quicktime
Image
u] 1 jpeg, gif Application
o
Audio
m] : basic (8-bit

: msword,

mu-law encoded), octet-stream

32kadpcm (32 kbps
coding)
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From: alice@crepes.fr

To: bob@hamburger.edu

Subject: Picture of yummy crepe.

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary=StartOfNextPart

--StartOfNextPart
Dear Bob, Please find a picture of a crepej
--StartOfNextPart

Content-Transfer-Encoding: base64
Content-Type: image/jpeg

base64 encoded data .....

--StartOfNextPart
Do you want the recipe? j
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B SMTP SMTP '-’|‘ 40CesSs @ (:.’ETIF'
# — protocol [agent|
00000

00000
sender’s mail receiver's mail
server server
0O SMTP:
]

O POP: Post Office Protocol [RFC 1939]
. <-=>
o IMAP: Internet Mail Access Protocol [RFC 1730]

O HTTP: Hotmail , Yahoo! Mail, etc.
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POP3

S: +0OK POP3 server ready
C: user bob
—— |s: +0K
C: pass hungry
o S: +0K user successfully logged on
O user: [C: Tist
O pass: S: 1 498
g S: 2 912
o + .-
> +OK C: retr 1
o -ERR / : <message 1 contents>
o ’ C: dele 1
O list: C: retr 2
O retr: o <message 1 contents>
O dele: -
_ C: dele 2
0 quit C: quit
S: +0K POP3 server signing off
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POP3 IMAP

POP3 IMAP
a « g
m] m]
m 7 o IMAP
o ID
0 POP3
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021 0 2.6 TCP

022Web HTTP 0 2.7 UDP

0 23FTP

024 0 2.8 Web

O SMTP, POP3, IMAP 029

0 2.5 DNS o Web
o
o P2P
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DNS:

DNS

: DNS ? 0 1P
OSSN, a a
. ’ o
o 1P (32 bit) - a o ISP
o
« » o DNS
o
gaia.cs.umass.edu o
(e}
1P
o 1P
o « ”
)
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D N S - D N S root name server
D ﬂ
o surf.eurecom.fr ) 4
° gaia.cs.umass.edu 5 3
1P
o
1. DNS ﬂ ﬂ
o dns.eurecom.fr 1
a NSl Herndon, VA P
c PSinet Herndon, VA KRIPE London local name server authorititive name server
55&:}:@2:2:‘3‘:“ P M./ iNORDURet Stockhom 2 dns.eurecom. fr dns_eurecom. fr dns.umass.edu
erdeen, MD
1l |6

f Internet Software C. Palo Alto,
ca

b USC-ISI Marina del Rey, CA
I ICANN Marina del Rey, CA

NS! (TBD) Herndor = m WIDE Tokyo
& NASA Mt View, CA e *
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dns.umass.edu Feduesting host gaia.cs.umass.edu
surf.eurecom. fr
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D N S root name server

|
local name server
dns._eurecom.fr

surf.eurecom. fr

| Pat
g g

intermediate name server
dns.umass.edu

4}ls

authoritative name server
dns.cs.umass.edu

gaia.cs.umass.edu
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DNS: root name server

2 iterated query

| t
local name server  intermediate name server
dns.eurecom. fr dns.umass.edu

o 5l6
8

authoritative name server
dns.cs.umass.edu

requesting host
”» surf.eurecom. fr

gaia.cs.umass.edu
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DNS:

Qo

O IETF
o RFC 2136

/

o http://www.ietf.org/html.charters/dnsind-charter.html
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DNS: (RR)
|RR . (name, value, type, ttl)
0 Type=A 0 Type=CNAME
O name o name “canonical”
o value IP
O Type=NS ’ \\Al/;vlvtjiebm.com
O name (. foo.com) servereast._backup2. ibm_com
o value
. 0 Type=MX

o value name
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DNS

DNS
[m} identification :
16 bit
[m} flags :
o
o
o
o

e O O | e of pr— Ty £] runees

.|

2: Application Layer 63

DNS

| i o d—

i
[T [———— _L
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021

022Web HTTP
0 23FTP

024
O SMTP, POP3, IMAP
0 2.5 DNS

0 2.6 TCP

0 2.7 UDP

0 2.8 Web
029

o P2P
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: /
Socket API socket
0 BSD4.1 UNIX 1981

os

u]
u]
o API

o

o
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TCP

TCP

Socket: o
UDP,TCP
a
TCP : g TCP
)
[6)
()
1 process
0 TCP
| —-
os A
internet m} 1P
TCP
host or host or 0 .
server server Tee
TCP
2: Application Layer 67 2: Application Layer 68
keyboard  monitor
0 |
1) .
a (inFromUser stream) @é
(outToServer Client I3
stream)
process
o 2)
3) 1
I
2) i
(inFromServer stream) E E
client TCP
socket cp
‘socket
tonetwork  from'network
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TP Java (TCP)
Server (running on hostid) Client import java.io.*;
create socket, import java.net.*;
port=x, for class TCPClient {
incoming request:
IcomeSocket =
e EZTVZ,SECE;O public static void main(String argv[]) throws Exception
v TCP {

wait for incoming
connection request
connectionSocket =
welcomeSocket.accept()

close 1
connectionSocket

- = = -
connection setup

create socket,
connect to hostid, port=x
clientSocket =

Socket()

l send request using
read request from / clientSocket
connectionSocket
write reply to \

connectionSocket read reply from

clientSocket

close l
clientSocket
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String sentence;
String modifiedSentence;

Create . _
input stream BufferedReader inFromUser = )
new BufferedReader(new InputStreamReader(System.in));

Create
client socket, Socket clientSocket = new Socket("hostname”, 6789);
connect to server
Create DataOutputStream outToServer =
output stream new DataOutputStream(clientSocket.getOutputStream());

attached to socket
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Java (TCP)

input stream new BufferedReader(new

Create BufferedReader inFromServer =
attached to socket InputStreamReader(clientSocket.getinputStream()));

sentence = inFromUser.readLine();

Send line i
to server outToServer.writeBytes(sentence + '¥n');

Read line modifiedSentence = inFromServer.readLine();
from server.
System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();

Java (TCP)

import java.io.*;
import java.net.*;

class TCPServer {
public static void main(String argv[]) throws Exception

String clientSentence;
Create String capitalizedSentence;
welcoming socket

at port 6789 —> ServerSocket welcomeSocket = new ServerSocket(6789);

Wait, on welcoming while(true) {
socket forbiozﬁisi Socket connectionSocket = welcomeSocket.accept();

BufferedReader inFromClient =

Create input new BufferedReader(new
stream, attached InputStreamReader(connectionSocket.getinputStream()));

} to socket,
}
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Create output 021 0 2.6 TCP
stream, attacI?(ed DataOutputStream outToClient =
to socket}— gy DataOutputStream(connectionSocket.getOutputStream()); I 2.2 Web HTTP 0 2.7 UDP
Read in line
from socket [ clientSentence = inFromClient.readLine(); 0 23 FTP
- ' 024 0 2.8 Web
capitalizedSentence = clientSentence.toUpperCase() + ¥n';
Write out li O SMTP, POP3, IMAP 029
n foosuocllgi — outToClient.writeBytes(capitalizedSentence); g 2.5DNS o Web
} : Q
} End of while loop,
loop back and wait for o P2P
another client connection
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Server (running on hostid) Client
UDP: “
: create socket, create socket,
a port=x, for ) clientSocket =
incoming request:
a serverSocket = DatagramSocket()
1P UDP DatagramSocket()
“ > Create, address (hostid, port=x,
send datagram request
m] 7 read request from / using clientSocket
1P serverSocket
write reply to
. serverSocket \
UDF: specifying client giﬂggx;"m
host address,
port number close
clientSocket
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Java (UDP)

keyboard  monitor

inFromUser

Client

Input: receives

process packet (TCP
Output: sends received “byte
packet (TCP sen& stream”)
“byte stream”) uop wop

packet packet

receivePackel

client UDP
socket

tonetwork  from network
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Java (UDP)

import java.io.*;
import java.net.*;

class UDPClient {
public static void main(String args[]) throws Exception
Create

input streamjl—o BufferedReader inFromUser =
Create] new BufferedReader(new InputStreamReader(System.in));

client socket DatagramSocket clientSocket = new DatagramSocket();

Translate
hostname to IP
address using DNS

InetAddress IPAddress = InetAddress.getByName("hostname");

byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024];
String sentence = inFromUser.readLine();

sendData = sentence.getBytes();
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Java (UDP)

Create datagram
with data-to-send,| DatagramPacket sendPacket =
length, IP addr, port new DatagramPacket(sendData, sendData.length, IPAddress, 9876);

Send datagram clientSocket.send(sendPacket);
to server
DatagramPacket receivePacket =

new DatagramPacket(receiveData, receiveData.length);

Read datagram . : :
from server clientSocket.receive(receivePacket);

String modifiedSentence =

new String(receivePacket.getData());

System.out.printin("FROM SERVER:" + modifiedSentence);

clientSocket.close();

}
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Java (UDP)

import java.io.*;
import java.net.*;

class UDPServer {
public static void main(String args[]) throws Exception

Create {
datagram socket

at port 9876 —> DatagramSocket serverSocket = new DatagramSocket(9876);

byte[] receiveData = new byte[1024];
byte[] sendData = new byte[1024];

while(true)

l—— DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Receive serverSocket.receive(receivePacket);
datagram
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Create space for
received datagram

Java (UDP)

String sentence = new String(receivePacket.getData());

Get IP addr
port #, of
sender|—,

InetAddress IPAddress = receivePacket.getAddress();
int port = receivePacket.getPort();
String capitalizedSentence = sentence.toUpperCase();

sendData = capitalizedSentence.getBytes();

Create datagram

— =
to send to client DatagramPacket sendPacket

new DatagramPacket(sendData, sendData.length, IPAddress,
. port);
Write out
datagram |— serverSocket.send(sendPacket);
to socket| }

} End of while loop,
loop back and wait for

another datagram
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Web

a HTTP o
1E explorer

O HTTP
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C-language tutorial (audio/slides): g21 0 2.6 TCP
O “Unix Network Programming” (J. Kurose),
http://manic.cs.umass.edu/~amldemo/courseware/. 022Web HTTP 0 2.7 UDP
023 FTP
Java-tutorials: 024 0 2.8 Web
0 “All About Sockets” (Sun tutorial), o SMTP, POP3, IMAP 029
http://www.javaworld.com/javaworld/jw-12-1996/jw-12- g 2.5 DNS o Web
sockets.html o
0 “Socket Programming in Java: a tutorial,”
http://www.javaworld.com/javaworld/jw-12-1996/jw-12- o p2p
sockets.html
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Web Web
u} Web
[m) origin m}
Web server o HTTP
b If-modified-since o
roxy
o wrre B, y gosb
) Wesy oo TS5 o u}
5 « »
i ]
° o ISP
ISP
origin
server
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a . .
origin @ origin
e T @ servers T @ servers
o = 100,000 @ _ o ﬂ _
bits public 10 Mbps public
Internet _@ Internet _@
u}
=15/sec o LAN =15%
= 1.5 Mb 0 = 15% 10 Mb
_ . ps _ PS
=2sec access link . +_LAN access link
_LAN - 15% institutional =2 ¥ + institutional
o i network 10 Mbps LAN network 10 Mbps LAN
] =100% o
] = + q
+LAN @
=2 + + institutional institutional
cache cache
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(3) (CDN)

o -
origin origin server
@ T @ servers [m] CDN in North America
m] =04 public
Internet _@
40% 0 CDN
o 0 CDN CDN distribution node
) ISP

0 60% 1.5 Mbps

access link

L 0 CDN
u] 60% institutional
10 network 10 Mbps LAN CDN @ @
o = 5
+ + LAN :;D;\l :::s;:a CDN server
= 0.6*2 +0.6%0.01 + institutional ’ _CDN SEIVer i Asia
<13 cache in Europe
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A www.foo.com/sports/sports.html HTTP
CDN__ i CDN
@ ——@— @y www.dn.com DNS Web
CDN O CDN ISP CDN m] /
DNS “ ”
www.cdn.com/www.foo.com/sports/ruth.gif ]
HTTP o /
CDN
DNS o CDN
CDN o
ISP
0 www.foo.com O cdn.com 5 CDN w
0 HTML a GIF »
T nhttp:/Avww.foo.com/sports.ruth.gif a DNS
http://www.cdn.com/www.foo.com/sports/ruth.gif CDN
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P2P P2P:

o
— “Napster”
o p2P = PC 1)

PC PC

- HTTP .

o o

IP 2) “Hey Jude”
O “Hey Jude” o Web 3)
o "Hey
Jude” Web
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P2P: P2P: -

) m}
)
)

a

a

@  ordinary peer
. group-leader peer
neighoring relationships
in overlay network
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P2P:

o 0 Gnutella m]
m] m] u] a
m] o u]
m]
Qo
m]
m]
- .
: Yy
m) .\/

a
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P2P: Chapter 2:

m] m] m] a
m] o HTTP
m] o o FTP
g o o SMTP, POP, IMAP
m) o DNS
u] m]
m] m]
Q
Tee o CDN
e ubP o P2p
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Chapter 2:

m] /
o
o o in-band, out-of-band
i m]
° o
u]
a
Q a
o o
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